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eiSne LSl [ CUStOM (6 4 35 pudd yuaitd

|Fle| Edt View WM Tabs Hep | b~

[ .
New Vitual Machine... CrkN ;
=®J e e — _ - Welcome to the New Virtual
7% New Window ' Machine Wizard
Open... Ctrl+0 _
What type of configuration do you want?
Close Tab Cri+W .
) Typical (recommended)
—ﬂ Create 2 Workstation 11.0 virtual
= Connect to Server... Ctri+L e S TATION e Y e
5 Connect to VMware vCloud Ar... 3
Iz . Create a virtual machine with advanced
ff_. VItuaiZE a H‘YS'Cal Mad"ne... options, such as a SCSI controller type,
virtual disk type and compatibility with
EXDUI[ to Ow‘ older VMware products.
(& Map Vitual Disks...
Ext
M ol |)Mbgo)1m¢)9»&cuwmdgbﬁgb&wé Ab)aogj)o
S QLN Jol 4 35 0l DVD (g9 0 Jolo pimonw azpiliz @
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Choose the Virtual Machine Hardware Compatibility Guest Operating System Installation
Which hardware features are needed for this virtual machine? A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?
Virtual machine hardware compatibility Install from:
Hardware | Workstation 11.0 v : :
: () Installer disc:
Compatible ESX Server
& DVD RW Drive (I:)
Compatible products: Limitations:
Fusion 7.0 64 GB memory
Workstation 11.0 16 processors
10 network adapters s e G
376 dick choe () Installer disc image file (iso):
N:\ehsan724\Software\Gerdooo 2014\DVD 4(Window
(®) 1will ingtall the operating system later.
The virtual machine will be created with a blank hard disk.
11 i
[ <gack || mNet> || concel | il L. Help

S QL [y T (5 s g 09 cuas Cawl H 8 (ilo (0] (595 22 &5 (ole i 98 alo yo (0 5o

eeSeo LI LINUX g4 51 (ole pommw S 9 38500 i (gl 1 4SS
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Select a Guest Operating System Name the Virtual Machine
Which operating system will be installed on this virtual machine? What name veould you like to use for this virtual machine?

Guest operating system Virtual machine name:

() Microsoft Windows [ Mikrotik Router 0S
(®) Linux
(7) Novell Netware Location:
| Solaris

() VMware ESX
() Other The default location can be changed at Edit > Preferences.

’G:\Virtualizution\VhWVare\test2 \ |Jrowse... l

Version

[Other Linux 2.6.x kernel 64-bit

S (o0 aTin |y e (plass | g5lme ubile 4 pablaS (0 4 (g1 0310y oyl e

oS 0 patnies |y (gile paile (6l 5LS 3,50 RAM (5o ams alo o 5o

Processor Configuration Memory for the Virtual Machine
Specify the number of processors for this virtual machine. How much memory would you like to use for this virtual machine?
Processors Specify the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 M8.
Number of processors: ‘ 1 v I
; : [ 3844
Number of cores per processor: g; 2: Memory for this virtual machine: I 384 -5 i MB
Total processor cores: 1 16 GB
3 22 9 @ Maximum recommended memory:
268 6312 MB
1GB
512 MB 254 4 Recommended memory:
256MB 384 MB
128 MB
64 MB 1 Guest OS recommended minimum:
32 M8 J 32 M8
16 MB
8 MB
4 MB
| hep | | <Bock || Net> [<mk | [ et> | [ Goneel |

oS 0y oy ROUter 05 & yloogs Lol Jole pivuamw @4 b 3l puiles B pddono 1,8 Host Olny 1 asiils o)l g9
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Network Type Select 1/0 Controller Types
What type of network do you want to add? Which SCSI controller type would you like to use?

Network connection /O controller types

(") Use bridged networking SCSI Controller: ) Bysiogic (Not available for 64-bit guests)

Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IP address on the external network.

®)LS!ILogic (Recommended)

{_JLSI Logic SAS
() Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

~ Connect the guest operating system to a private virtual network on the host
computer,

(_) Do not use a network connection

[ e | | <Bock |[ met> |[ concel | J [T [ <gock || Net> || concel |

G3lme b S s LB 51 eadlass azuilir 9 puiSro Ll 1) Jgl diy 55 pomms (32] (5932 M0 (5310 S s S ol (gl
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Select a Disk
Which disk do you want to use?

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type Disk

(@) Create a new virtual disk
A virtual disk Is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

_)5csT (Recommended)
) SATA

(_JUse an existing virtual disk
Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

I < Back M Next > | Cancel I

L

sbad plod W yole jo bl cdl> 4 1) Allocate all Disk Space 4 35 axili . puisaw bl 1) g5lxe Sawws slad ol jme
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Specify Disk Capacity Spedify Disk File
How large do you want this disk to be? Where would you like to store the disk file?
Maimum disksze | 8.0 & Disk File

One disk file will be created for each 2 GB of virtual disk capacity. File names for
each file beyond the first will be automatically generated using the file name
provided here as a basls.

Recommended size for Other Linux 2.6.x kernel 64-bit: 8 GB

[ Allocate all disk space now. G:\Virtualization\VMWare\test 2\Mikrotik Router 05.vmdk . Browse... 4

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

() store virtual disk as a single file

(®) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

[ < Back H Next > | Cancel | | Help l [ < Back H Next > I Cancel |

Sgd 0 0310 o lod ouls plonil Wlowdiis j1 5l S alo o (pl yo

g HET i 9,500 Jole i cuai Jo o b puiSe LS Power on this virtual machine a4y 35 69y y o ado> yo 0

< IMikrotik Router 0OS

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Other » Power on thi virtual machne
Linux 2.6.x kernel 64-bit.

: . . , 2IEdt vitual machne settings
The virtual machine will be created with the following settings:

Name: Mikrotik Router OS .
Location: G:\Virtualization\VMwWareitest 2 el DeVIceS
Version: Workstation 11.0 % Memory 384 MB
Operating System: Other Linux 2.6.x kernel 64-bit Pr 1
0Cessors
Hard Disk: 8 GB, Split ;.AHard Disk ([DE) 8GB
Memory: 384 M8 £ : '
Retwork At Host-onlf ~yCD/DVD (IDE)  Usng fie G:\Archi...
Other Devices: CD/DVD, USB Controller, Printer, Sound Card [’J Network Adapter Host-on}y

& USB Controller ~ Present
& Sound Card Auto detect
& Printer Present
B Display Auto detect

Qustomize Hardware... J

I < Back II Finish Cancel J

VmWare s, » Mikrotik OS «ual
D0 (20 0018 LES 5 JSU alino (5] Ao e (59 3 S 9,50 Jolo i o glal 5o

Ak 5Lid 1) A ulds b S g S b Package plos ol gl @
S soliswl SPace wuls 1 uws okl 1y Package ;1 go 90 dublgky axiliy @
2,55l oot 1y S gy PaCKage 1 oo azkieo 9ylg0 | ouds 3l ooliiwl b @



Welcome to MikroTik Router Software installation

Move around mMenu using 'p’ and 'wm’ or arrow keys, select with “spacebar’.
Select all with 'a’', minimum with 'm'. Press 'i' to install locally or '
cancel and reboot.

ipuvb [X]1 routerboard
[X1 ppp X1 isdn [X] routing
[X1 dhcp {1 kum [X] security
[X] advanced-tools X1 lcd [X]1 v
[X] calea X1 mpls [X1

s -Manager
[X1 gps X1 multicast wireless
[X] hotspot ntp

system (depends on nothing):
Main package with basic serwvices and drivers

B0 (o0 S Fwly Jlguw (pl @Y aulS lesliiwl b g 09 (o0 ougm 3 (S Wloplisd Bid> (S (g am Jolp0 50

9y (0 1) )90 ol Y S lesliiwl b as 09l (0 0310 (yLiS S d (59, Wb 0318 plod s S 1 (oo (ool ol o
S (o0 dolol |y cuas Jol 0
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: admin
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ROUTER HAS NO SOFTWARE KEY
You have 22hZ25n to configure the router to be remotely accessible,
and to enter the key by pasting it in a Telnet windouw or in Winbox.

See wuw.mikrotik.com/key for nore details,

Current installation “software ID": WSEY-LHT9

Please press "Enter” to continue!
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(Console) Jgumas b5 & yb 31 Jlail-y
(Remotly),qs ol 31 Jlail-¥
Command Line Interface(CLIl) oo kuly-Y,)

Telnet v
SSH v
Winbox Terminal v/

Graphical User Interface(GUI) SC3!,5 Ll ,-Y.Y

Winbox Vv
Webfig v

(Application Interface) il> b ,l381 5 & b 31 Jlail-¥

S o3 51 JLas!
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Telnet-\

oolaw! TCP/23 Oy il SS9 u.alo).»im 138 ooliiw! 0 g0 ASUUl §O powasw 90 (i (oo B, (6518 1 5l Telnet JSS9

oS0

oS JUed 15 yanne 1 1y TeINEt 4y by o (559 CoadS peinw 595 2 b Telnet & ,b 51 i ;5o b bl 55058
Control Panel/Program And Features/Turn Windows Features On or Off

S Jled 1) Telnet Client & bys yo gy 10 ! 5 any

Programs and Features ‘ - o 1 X

. * 1 i » Control Panel » Al Control Panel Items » Programs and Features v ¢ || Sea j
Fie Edt View Tools Heb

Control Panel Home )
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair

& Tum Windows features on or |
off =
Organize ~ _ =~ @

e Turn Windows features on or off @ prEsiee Of e e
 Acrobat.com corporated Y0/ Y/TY 1.1.377
8 'Ad Muncher vi§j To turn a feature on, select &s check box. To tum a feature off, Y ¥/ AWV s
8 Adobe AIR cear fs check box. A filed box means that only part of the feature 5 Rcorporated YVE/ Y1V 3.9.0.103(
2 Adobe Fiash pff fumed on. \corporated Y10/ +Y/+5 6/00 MB 16.0.0.30!
R Adobe Photos! || Simple TCPIP services (i.e. echo, daytme etc) ~ corporated Y o/+YNho 2/81 GB 14.0
dobe Reade! v MB ES Fie Sharng Support ncorporated YO/ Y/YY 126 MB 11.0.04
dobe Shockw nc. Ye10/-1/vq 12.1.6.15¢
% Advanced IP Yo Y/ ¥/YA 17/2MB  2.3.2161
# |Advanced Porf L1k TFTP Clent YeV¥/+q/T¥
@AIMP3 :: \;\hndmvs Identiy Foundation 3.5 | TO¥/ANT v3.55.135
laps Touwch Pl = u:;;g‘\: LZT::";;;EV:” _| fo. Lo, YO/ N5 7.106.303
@ Ashampoo Bull | & 511 Windows Process Adtivation Service =| faco.ke YoN¥/-¥/a 336 MB 14.0.1
B ' Ashampoo M4 Windows TIFF IFiker & Co. KG Ye1¥/ev1a 2.0.2
& BlueStacks ] ). Work Folders Cient | B Inc. YoVF/ o5/ 276 MB 0.7.5.270(
Bl Broadcom Cal ) btion Y¥/-0NY 3/22MB 15.4.8.1
® BwWheter OK Cancel ToV¥/<¥/TA 1/76 MB. 6.6.2
4 CCleaner Y ¥/ ¥ \V 4.08
# Cheat Engine 5.4 Dark Byte AERE /A3 VALY
# ' Cisco Packet Tracer 6.1 Instructor Csco Systems, Inc. Y0/ /M 338 MB
® ' CloneCD SkySoft Y/ ¥V 5
= Connectify 2015 Connectify Yer0/¥/) 2015.0.4.
nCyberLink PowerDVD 13 CyberLink Corp. AER R /R VARY 365MB 13.0.3105
EAcuhadink Youlam S Cihard ink Corn Y ar¥Lae 2MaMR S01170
C n §

o Currently installed programs Total size:  52/7 GB

Do 3519 1y 323 ygiuwd CMD (g 0,2y jo Telnet & ,b 51 gy i 43 JUail (51 oy p03 50

:\Users\bita computeritelnet 192.168.88.1

oS 3,9 1y 02310 1y (3T 4 (o 39 a4 (S g ;S0 plasns IP 0T Telnet jgiuwd 31 any g3lg 5o
bl o AT NFAAAY S yKs 30 IP 0T 5 y5 s s y3e0 4y © i
S,y 1y ol on Chy p2il SS9 ;o 53 45 (5 pkn0 O y9mm g o392 ML b o ST g S 4y LoD &5 Sloj Al o o 3l
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Secure Shell(SSH)-Y

Sgs solisuwl PULY wisle (ils 1580 05 Sy 5 SSH 33,1 51 g o 4 JLail (sl

131380 e sl 3l o )1 el (6l

S 3415 1y 3T IP ) g S g ySno peimss G Host Name(or 1p Address) ceoad jo
esSeeo il 1) SSH ¢ o5 Connection Type cowowd ;o .Y

oSere 3l 1y mr 9 buako (3 41 S5m0 ()T b peoslginn 4 (g pkno Sy 9 (5501 pU bLI I (51,85 3l amy Y

Category
-| Session
| . Logging
Terminal
Keyboard
Bell
Features
=-Window
Pl Appearance
Behaviour
Translation
Selection
Colours
Connection
Data
Proxy
Telnet
Rlogin
+-SSH
Serial

Basic options for your PuTTY session

Specify the destination you wantto connectto

HostName (or IP address)
192.168.88.1

Pon
(22

Connection type:
Raw Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on exit
Always Never

Open

Rlogin Sernal

®) Only on clean ext

| Load ‘
lr Save ‘

Delete ‘

Cancel
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Winbox Terminal-¥
38l oy 50 Cadil pl 51 ooliiw! (gl p.ouiily ails ow yws Command Line lusxo 45 ouilei (o0 36 Winbox 1331 o 5 59 ,b
e b Terminal o oy asCul G 00,5 sl 1) New Terminal &y 35 Lol g9 31 Winbox

581,532 )b

Winbox-

S5 55en & p brasgh o> o 1381 5 (oalkily (g0 S S0 ROULer OS 5 RouterBorad <y o sl Sadl,5 5158 o
WWW.Mikrotik.com «Susg ;Ko colw (pwy0T.0usS 3510 Kud g ,Kuo (o y ool 51 dilginn 1y 51331 p 33 o3l camwl oo &1y

s Jeaio S g ;850 sl oliws 4 (ylgi o0 (095 99 & WINbOX 331 o 35 51 eolisuwl U

IP-Address v
Mac-Address v
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iy ol wil Lo Broadcast Domain jo igySow a5 giloj ks Mac-Address s ,b 5 Soig S 4 Jlail gl y 1 4SS
oot b w00 T (595 2 IP s 1 (g5l S ) Sam 5795 L bLI I (g2 (ot s oo 55 Y 43Y )0 MAC 4yl 4y 4z 95 b 9 Consl
s 3y 0l (ylgie g 4 Cdpiy! o Mac-Address (55 ,b 51 Sodg S Jlail!

3,13 Connect TO Coomd 10 1y 4k 5 yg0 olmws IP (4T 43 Jlail (5l 2ol Lol Broadcast Domain o <Sui gy olKiws azibiz
S S5 CONNect (59,5 903,55 3,3 15 oLt 53 oud iy j23 j9ae 0y 9 53y pU g 03,

bl (g0 a8 3oy 9 9AAMIN (551,15 U (53 (foy g

Connect To: | 192.168.88. 1|
| admin

Password: [

[V Keep Password
¥V Secure Mode
[V Load Previous Session

Note: [ Router-1

Address J User [ Note

ey ol syl 51z Winbox & yb 51 i ) a0 Jlail gl ool Lo Broadcast Domain ;o i g S b olSiws azils

Ngih o glwlid a5 b g Ko IP-Address ¢ Mac-Address susis jU oy )0 S 50 Mm codle 59y 2 I3l
el 00l G

© MicoTkWrBoxtoaderv22.18 | = | B | X |

Connect To: I Connect | I - B
MAC Address IP Address Identity Versi... Board Name
00:0C:29:12:DD:3C 192.168.88.1 Router-1 5.20 x86

Password:
Note:
Address




Webfig-v
Al (o0 S 9,50 (2U s 9 oy )l 6l 09 (52,0 Wl S

JUait (5l 09y (2 I0sS (o0 o laS piwmw (59 55970 S 3929 U g o (5 40l 2 gt o 1 (555 Webfig 3 eoliw! (ol

b «° WebBased O ygo & &9)5.».0 LY

S5 LOGIN (595 52 3948 30y 9. 53205 pU 30,5 319 31 g 00,5 5,9 1) SuF 9,50 43 bga o IP 595 15 59 50 0320y 50 415 o2l sl

D (50 0315 Ly Lod Louds (g1 i g ;Koo (Sl yS Ll g oo 9 0 Webfig axio o5l 00,5

(= IS" http://192168.88.1 IP -E2C ' & RouterOS router configurat...
)
MikroT ik
RouterOS v5.20
You have connected to a router, i ative access only. I this device is not in your possession, please contact your local network
administrator.
WebFig Login:
Login: |admin ] [ Login
Password: |® -
v N - ¥ a
S HEm 7
= e =4
Winbox Telnet Graphs License  Help
® mikrotik
v
S hitp://192.168.88.1/webfig IO -2¢ l @ Router-1 - Interface List at . | laf R 0tS
WebFig v8.20 .
Interface | Ethemet | Eotp Tunnel | 1P Tunnel | GRE Tunnel | vian | vRP | sonding | Lve | Interface List
Bridge .
Mesh )
Add New ¥ |
P Rll| S——
MPLS >
——————————— 1 Sitems
Routing »
Tx Rx
System e 4 Name Type L2MTU Tx Rx Packet Packet D" g’ :"_‘ :"
Queues (p/s)  (p/s)
Files o] R Host Only Ethernet 34.4kbps S.3kbps 4 3 0 0 0 0
Log o] 3 Lan-1 Ethernet 0 bps 0 bps 0 o 0 [ 0 0
Radius bl R NAT Ether Ethernet 0 bps 0 bps 1] 0 o o 0 0
Tools » | ol R ether3 Ethernet 0 bps 0 bps 0 0 0 0 0 0
New Terminal ol R etherS Ethernet 0 bps 0 bps 0 0 0 0 0 0
1Pv6 >
ISDN Channels
KVM
Make Supout.rif
Undo
Redo
Hide Menu
Hide Passwords
Safe Mode
Design Skin
Manual
WinBox v
~emnbn

Application Interface & ,b ;| Jlail-¥

Saig e $9) 2 1y (g wilgi (o0 ByI381 oy opl el (il bayI380 o5 @1 yb I SS9, 4 Jlail sl (g 3 (ol >

D55 Sy P 1) S g 5 owd (lgF (o0 D9y ol G2k 1 g WS 3L

V¥
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SS9 S gy adgl Slediis s pgd Juad

i 350 s £ ()

Winbox & b 3!

@[o-] eratiod | (vl Hde Passwords Ml (51
Intefaces
Brdge
ik Ao Upgrade
bt Cenficates
P Bl
Ll " | Console
MPLS Bl e
Routing 5 Heatth
System "
Queves Identty
e )
foa LEDs
Fochos | License olx
fack " | Logging dentty: [Rouer-1 || [ oK
New Temninal J NTP Ghent —
ISDNChamels | pro e
KM | Apoly
Make Supoutf | p.
Manual —
Bt | Reboat
Reset Corfiguration
Resources

| Routetoard

| Scheduder

| Scrpts

| Stutdown

| Specil Logn

| Stores

y UPS

New Terminal 3 ,b 3

[admin@Router-1] > system identity set name=Router-1
Sig,50 i) 50 Sg7 g0 b aSuh L5 alei(Y
odalice ) b aslol wyls wuilei oo Interface List o,y 31 g 00,5 bl ) Interface Lol o 3l alcis @)5 g led sl

Intedace | Bihemet | EolP Tumnel IP Tumel GRETumnel VLAN VRRP Bondng LTE

|- vlxl a7
Name

Bridge
PPP
Mesh
P

1Pvé
MPLS
Routing
System
Gueues
Files
Log
Radius
Tools

af
il

;
{

[admin@Router-1] > interface ethernet print

Vo
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aSd )5 ol i (V
shi 090 a8l w,5 g9,  Interface List o,y ;0 9 00,5 Gl 1) Interface a5 Lol (gomo 31 4l & y)l5 pb yuudi' (5l
S o0 0,lg [y a3 5,90 ol Name cwowd o Interface<ether> o iy ;o puiSore S5 5Lgo

| intertace | @hemet | EolP Tunnel 1P Tumnel GRE Tunnel VLAN VRRP Bondng LTE

-] x| (al[v]

Brdge
PPP
Mesh
P

IPv6
MPLS
Routing
System
Gueues
Fles
Log
Radius
Tools.

f
{

|

MAC Address: [00:0C:29:12.0D:3C
ARP: |enabled

[admin@Router-1] > interface ethernet set etherl name=Public
Al O 5 (40,5 Jled ol g JLeS(F

[QJ Codle b g ol 1) yhai o090 aSuis w5 Interface List o yxy 319 00,5 Gl 1 Interface Lol o0 31 )15 (w6l y

S o0 (Enable) Jles 1y of l,il odle b g (Disable) Jled jus 1y o

|

ig§¥§§§§

i
il

;
{

[admin@Router-1] > interface ethernet disable etherl
[admin@Router-1] > interface ethernet enable etherl

\ 7
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QQMM‘SBQ)UQ|P ol (b

10,5 Jos (g (o0 ©yge 99 4 K9 S aSeud b )5 4 IP Cluil 6l

DynamicIlP v

StaticlP v
3 Ao Wloalisd @dlys (g 092 aiS (o0 Bl )d DHCP oLy (559w 51 1) ©lonlid 5395 &9 4 piww Dynamic g, 53
Ol o0 0010 bl wxy b Juaé ;o DHCP
A (plais g S 4 )l 4 1) IP 50T uwd @ yg0 41 4Kl e Static g 50
oy )0 g 0y 40 g S (oo Uil 1) Addresses ool b giey 3l g IP 4y 3F ol G I (cuws @y IP ols (gl
oS o0 SolS ADD cuodle (g9, 0 IP (40,5 adlal ol Address List

Address: |192.168.10.1/24
Network: ¥

Interface: |ether1 2

D (B Hlade JSi Ho ouls asuine Option aw wb New Address o iy o

.M@b)" ‘))wé)’o IP QM)OTiAddress v
S o0 atinn [y IP 30T 6y 55 5,90 SubnetMask : Network v/
S o0 e [y Dgu 0010 plais T 4 IP ¢y wublgs o0 a5 1, ol 4% < yl5": Interface v/

[admin@Router-1] > ip address add address=192.168.10.1/24 interface=etherl
DS (o0 ool ) Heiws I Cawl oul pudisd Al ©)l5 59 p &S 2 IP oled gl (8-)
[admin@Router-1] > ip address print
(YL Hgws (29,5
[admin@Router-1] > ip address print
Flags: X - disabled, I - invalid, D - dynamic
= ADDRESS NETWORK INTERFACE
0 192.168.10.1/24 192.168.10.0 etherl

:IP Address (45,5 Jld e (b-Y

[admin@Router-1] > ip address disable numbers=0

:IP Address (4o, J3(d-¥
[admin@Router-1] > ip address enable numbers=0

:IP Address Gi>(b-¥
[admin@Router-1] > ip address remove numbers=0

\R4



http://netcollege-bartar.ir
https://t.me/netcollege

P 5 S olm (P

SlS ADD cuodle (595 2 User List o yoxiy 0. pus o0 Gl 1) Users 4y 38 ool 30 se0 ) 3l g System ay 35 Lol g9 3

S o0 Oyl |y was Wlasuico New User axins jl g00,5

oS (o0 QLR S 3590 1,5 gl |y (ol Name
oS (50 pSlin y1)l5 gl 1) A 9590 59 30, Password
453,08 3929 SigSue 53 ilisko G (o yiwd bog S ¥ (28 Sl OjganeS (o0 (i ) 32l (o yiuws aw 1 Group
ilailo,le
15 1y cologliis sualien 3Ulgs aiid 09,8 oyl clasl: Read v/
10 3 1y e Slewdiid (40,5 43LS) g gt 3 Ulgi iloudisd sualine y ogdle 09,5 (wl slac!: Write v/
10 1y S yKe gy Sy 9 Slowlild Jlosl g3 09,5 (! slael: Full v/

50590 it 1P (59 )01 09 i SS9 350 41 (o5 it 3250 31 B po (5 52,5 45 oS atkideo adlgty aziliz: Address
M@é,lgm‘ybé ')

[admin@Router-1] > user add name=userl password=123 group= read address=10.10.10.1

Todud Gy i oyl 8 o led(P-Y
[admin@Router-1] > user print

PYL Hgws (29,5
[admin@Router-1] > user print
Flags: X - disabled
NAME GROUP ADDRESS
>:;: system default user
admin full
userl read 10.10.10.10/32

P S 05 Jled s (P
315 plaxil 1y 41 T (ylgi (o0 a5 0 lods &2 5b 31 b g 1235 U @2 3 51 o 1yl (30,5 Jlad (sl

YA
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[admin@Router-1] > user disable userl
[admin@Router-1] > user disable numbers=1

D SQ 0,8 Jles(P-Y
[admin@Router-1] > user enable userl
[admin@Router-1] > user enable numbers=1

M S Gas(P-F

[admin@Router-1] > user remove userl
[admin@Router-1] > user remove numbers=1

FS9,50 3955 s Y 092 (V
S o0 IMPOrt 5 511, o7 wisl Key @ yga Js6 51 >

[l « cack v 16 v ¢ [searchis

Organize v New folder

& Pictures od Name Date modified

Videos
:. 810 Iﬂnnnw I T/ AIYS Vot

s Win Server 2012
a Software (E:) ‘
a Music (F:) =
. Network (G:) |
ca Fim (H:)

vi[<] | >
File name: | IESETEE v| [Routeros key v

Cos ] (o ]

DS (0 ADD 1y (T 3 s 3l (e Job Wypa ST P
i Sn oS 1 05 ol

Fie Edt Format View Help

all level 6 ~

BEGIN MIKROTIK SOFTWARE KEY -
PVV1e2RYXT/OMISZe90K/0ij5S5RIWZIYLLMF2DCnMY 1o
RbZUCWy +9YIVHRIUVEboasNXHTAQ/ IcHYiQrpBXvvA==
77777 END MIKROTIK SOFTWARE KEY---———-——————— -

Paste

Delete

Select Al

Right to left Reading order

Show Unicode control characters

Insert Unicode control character 4
Open IME

Reconversion
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S Paste g S 33 1y oo (oo o5 unw

1R

PESTiEE

KKK
KKK
Mo II1 IIT KKK KKK
M 11 IIT KKKKK
MM III III KKK KKK
M III 1T III KKK KKK

MikroTik Router0S 5.20 (c) 1999-2012 http://www.mikrotik.com/

[admin@Router-1] > f§

Bridge
PPP
Mesh
P
IPvé

-
173

] MM III KKK KKK RRRRRR 000 000 T IIT KKK KKK
o MM III KKK KKK RRR RRR 000000 1T III KKK KKK

MikroTik Router0S 5.20 (c) 1999-2012 http://www.mikrotik.com/

FESTEEE

in@Router-1]

[admin@Router-1]

[admin@Router-1]

[admin@Router-1]

syntax error (line 1 column 4)

[admin@Router-1] > -----BEGIN MIKROTIK SOFTWARE KEY

line 1 of 2> -----&GIN MIKROTIK SOFTWARE KEY----~-------rVV1e2RYXT/OM9SZe90K/0i
JSSRINZIYLLmF2DCnMY1o

line 1 of 3> -—-—--'EGIII MIKROTIK SOFTWARE KEY------------rVV1e2RYXT/OM95Ze90K/01ijSSRINZIYLLmF2DCnMY

ZVV1e2RYxT/OM9ISZe 90K/ 01 SSRINZIYLLmF2DCnMY
1oRbZUCWy+9YIVHRJuVgb9asNXHTAQ/ IcHYiQrpBXvvA==: KROT
IK SOFTWARE KEY------=—==-===m
You must reboot before new key takes effect. Reboot? [y/N]: vil

M@U)M)UWPI)Q

L &5 Solagliis 4y olsws lagliis (ywils )5 (A

oS o0 ol 1y Reset Configuration suis jU g9y ) 3l 9 System ai 38 Lol sgiw 31 55 (ol (sly
[admin@Router-1] > system reset-configuration
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Do you want to reset all your corfiguration and reboot?

o955 Restore g4 3,5 Backup(a

peSmo il 1) Restore L Backup aes's File List oy 51 9 ouisomo il 1y File 4y 35 Lol (sai 31 )1 ol 6l

é)l& Sy ') W) &;Backup JJB I"H:'b' asle OL&\),’ Mé Q)Lb 63)).?‘) IR M;Backup 45‘51.!‘& M',ﬁg;‘w
S o5 b Drag s

Mar/26/201521:14:01 |
Apr/12/2015 18:40:35 |
Aor/12/2015 18:40:35 |
Apr/12/2015 18:40:35
Popr/12/2015 18:40:35
Apr/12/2015 18:40:35
Aor/12/2015 18:40:35
Apr/12/2015 18:40:35
Apr/12/2015 18:40:35
Aor/12/2015 18:40:35
Por/12/2015 18:40:35
[=) hotspot/lv/armors bd 1 38108 Apr/12/2015 18:40:35
gl\dwﬁv/\owmd htmi file 34088 Apr/12/201518:4035 o

|2125 M8 of 8.2GB used |97%free

[admin@Router-1] > system backup save name=backup-10
[admin@Router-1] > system backup load name=backup-10.backup

AR
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590 535695 3 o) o5 IMport g Sleglisy 51 (3,5 Export ()

[admin@Router-1] > export file=config-11
[admin@Router-1] > import file-name=config-11.rsc

: Package (4,5 Upgrade 5 cuai()

S (o0 (o Ceound (| 5o 1, Ld Package g 00,5 Gl [y File Lol g0 51 g pusS c0 0obils g 5o culw 31 1y s Package
g &yl ) o U piSne S5l 1) REDOOT 00l 5b (550 515 51 9 System 4y 35 Lol (ggi 31,15 ol 31 oy

Coomnd (9 0. S ol 1y Package ouis jU g 13 31 9 System a3 Lol ssiw 1 028 5 wai a5 o package o 5l
.05 Uninstall ; 4 Disable |, Enable 1, ¢ Package ssilsi oo Lo

;
i

Aug/15/2012 10.05:53
Aug/15/2012 10:0510
Aug/15/2012 10:0553
Aug/15/2012 10:05:38
Aug/15/2012 10:05:33
Aug/15/2012 10.06:42
Aug/15/2012 10.06:48
Aug/15/2012 10:06:43
Aug/15/2012 10:0526
Aug/15/2012 10:06:04
Aug/15/2012 10:0550
Aug/15/2012 10.05:19
Aug/15/2012 10:0558
Aug/15/2012 10:0521
Aug/15/2012 10:05:08
Aug/15/2012 10:0451
Aug/15/2012 10:0552
Aug/15/2012 10.06.01

Certfiicates
Clock
Console
Drivers
q Heath
J Hstory
Identty
LCD
LEDs
License
Logging

Yy



S 9550 30 (LU yrmo pudlio : pgun Jual

Routing sgeie b (o LT

Ol 45 (T ygu0 jd. el b 4l il b bl )l jgliio 4 aSiul S 50 5L 9590 b (T 19 o rioten 31 S Routing b b yoo
.01 wiplgi 0010 Aol s Hol8 L 5 gunolS Al Alls 0929 W ST gy (2 yusno

Sly a5 @ayb 3 ol Jlwyl g olfwws 5 31 (Packet) Sledlbl o auws S 8l 40 jekiio 4 Routing ;i : Routing iy ye
A (2 0010 (2L o ol AL gy (5119 Lok A5 &5 (Fygu0 53,005 (o0 0oLl Wglike (] A5 (59 32 9 S0 (B
Sl walgz 1) by sl plw g Lol
19,19 0929 (b o (095 99 (AT Hob 4

Static Route v

Dynamic Route v
& oy Sl QL) Al oul iy pai 4Ll pioke buwgd o' (6 e (Lo I it (SLedlbl (gly diwy Liwy! b StatiC o1y 5o
S Ty ilg g0 Ty 55530 oy g WSS o0 Iy Ty duado
olwlp Lany 0iiS’ oo ool walie 4y (o y (81 (afian yrmno S 3l aliod Lo (FLeMbl aius bgy L Dynamic b s 53
4 LMl (5 Ay sy (Sl abgrye JULS 9 394 (oo Iy o 49 cyamsy (S132 amno (3 ik LT 50 o0liiu] 890 sl SS9 5
Oy (Sl 32 (325K s 4 SRS (AnSld duallo Ay los s )0 39290 Lo Figy ST e L 2 () 5 00w 3.394 (0 3 i adie
Ot oUeS (39,5 la b o lyd (ol Ygomor widd (o0 j9ue pramno (il 311y 995 (LMD dns Lakad 5,15 3929 wuado 4y (oMbl Ay
S (o0 plnil (Fgliste Wyguay alisio (2l yrammo (S SS9 5Oy (2 yike 9055 Iy W2l 3.0940 (o0 plonil uaio g louwo (pmt yranne
SB35 9 )-S50 Ty 1) e (3 yiins o Jalid (B39 9 WS (o0 03wl yrmns (0l (99,5 Iy (51 HOp Count oMo 51 LT 51 (5 5
1y 595 2 Routing Table ;5 55590 Wledbl Wi oo solaiw! Dynamic b wuwoe JS5g5 SO 31 g wisls 9929 aSuis Ky j0 a5
oy (U 59 dlionod U iyI05 oo Sl 4 Syoen

bl o glize sl SUBNEE b 4uis 33 oy b1 (5515352 g sbims o2l S & ) g9y Lo

Connected Routing

R1
ether2:192.168.10.1 gether&wz.w&mj

Lan Segment-1 ether1:Host Only Lan Segment-2

192.168.10.0/24 For Connect To R1 192.168.20.0/24
Client-1 Client-2

- i)

IP:192.168.10.2 1P:192.168.20.2
GW:192.168.10.1 GW:192.168.20.1

2 g bew (0l (g5lw 00l sl y
ol ol 438 ,5 JLi 50 Ol o Glgis 4S9 S gy Sy P
oS o0 Gl oly Ay )0 D990 s Lo lgis Ay CogMS s 93 >

Yy
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(RS 9,500 95 50 Glonliis
hliko sl Lan Segment yo LsT ols 41,8 g VmaWare jo ygy 4 aSouds & y5 (40,5 adlsl

Hardware | Options
Device Summary Device status
=5 Memory 256 MB Connected
[ Processors 1 Connect at power on
;Hard Disk-(IDE) i (_;B . i \ = For Connect To Router
+) CD/DVD (IDE) Using file G:\Archive Netwyi o Network connection
@Netw;rk A;;;ter > L;N S.egment O Bridged: Connected directly to the physical network
& Network Adapter 3 LAN Segment || Replicate physical network connection state
E USB Controller Present
&) Sound Card Auto detect () NAT: Used to share the host's IP address
&= Printer Present (®) Host-only: A private network shared with the host
=i pisplay Auto detect () Custom: Specific virtual network
[VMnetO ~ E
() LAN segment:
|
\ v]
LAN Segments... | | Ad d
[ | [ cancet || Hetp |
:R1 yigy asls o w5 (ol IP Clucs!
0] 0s] | Safe Mode | Vi Hide Passwords Il ()
Intedfaces
Bridge
PPP
Mesh
P G e
— - ARP Address: [192.168.10.1/24
I e
— Network: 192168100 | &
MPLS I | Addresses =
Routing I DHCP Clent Intertace: [*‘“2 “
System I" DHCP Relay
Queves DHCP Server
Files DNS
Log Firewall
Radius Hotspot
Tools I IPsec enabled
New Teminal Neighbors Ztems
ISDN Channels Packing
KM Pool
Make Supout rf Routes
Manual SMB
Ext SNMP
Services
Socks
TFTP
Traffic Aow

Y¥
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3= |0 o]V

Address / | Network

192168.20.1/... 192.168.20.0

PN G i 50 Ologdass

S i 1P LsT (g1 g9 3l b oo 51,5 Lan Segment-2 51, ¥ coudls g Lan Segment-1 51,1 cog™S

Device Summary Device status o
#5 Memory 1GB Connected ent-1
[ Processors 1 Connect at power on
=\ Hard Disk (SCSI) 20 GB
) CD/DVD (SATA Using file N:\ehsan724\Software\Ger... Network connection
ENetvmrk Adapter LAN Segment . 1 .
PN USB Controller Prasant () Bridged: Connected directly to the physical network
&) Sound Card Auto detect [ ] Replicate physical network connection state
& Printer Present
(@ pisplay Auto detect () NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
() Custom: Specific virtual network
[VMneto v
(®) LAN segment:
|LAN Segment 1 v|
Déiice Summary Device status
#% Memory 1GB Connected Client-2
[ Processors 1 Connect at power on

=AHard Disk (SCSI) 20 GB

) CD/DVD (SATA Using file N:\ehsan724\Software\Ger... Network:connection
¥ Network Adapter  LAN Segment ) _ 1
T — S — () Bridged: Connected directly to the physical network

[ 1 replicate physical network connection state

&) Sound Card Auto detect
=4 Printer Present
(=l pisplay Auto detect () NAT: Used to share the host's IP address

() Host-only: A private network shared with the host
() custom: Specific virtual network

[VMneto v|
(®) LAN segment:
|LAN Segment 2 v |

Yo



Internet Protocol Version 4 (TCP/IPv4) Properties
" General Client-1

‘ You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
‘ for the appropriate IP settings.

Obtain an IP address automatically
@) Use the following IP address:

IP address: 192 .168 . 10 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 10 . 1

@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[7] validate settings upon exit

| Advanced...

Iv OK I[ Cancel ]

1 CaudS Gl IP pudisd

|2 |[s23] InternetProtocol Version 4 (TCP/IPv4) Properties 2 |34
General | Client-2

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

@ Use the following IP address:

IP address: 192,168 . 20 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 20 . 1

g y

@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

| validate settings upon exit

Advanced...

[ OK |i Cancel ]

oo PING 555085 a9 by a5 5 ol 51,8 2 bl 51 aSSul o (512 9l 158 Ly coudS” (o bLS 5l b Oolondild (0l

C:\Users\LanSegmetlping 192.168.208.2

Pinging 192.168.20.2 with 32 bytes of data:
Reply from 192.168.208.2: bhytes=32 tJ:.me=1ms

Reply from 192.168.208.2:
Reply from 192.168.28.2:

oo @ ) caos

27

Reply from 192.168.208.2: byteg=32 time=1ms

C:\Users\LanSegment ping 192.168.18.2

Pinging 192.168.168.2 with 32 bytes of data:
192.168.18.2: bytes=32 time<lms

192.168.10.2: bytes=32 time=1ms
192.168.18.2: bytes=32 time=1ms
Reply from 1922.168.18.2: bytes=32 time=1ms

L
TTL=127

N CaW 4 Y oS

TTL=127
TTL=127
TTL=127
TTL=127

il o Static Route ji ooliiul b cglike sls SUbNEt b aSuid 35 o b ) 51,85 92,k o Saa 1 T g9 yLw

Static Route

R1

Lan Segment-1
192.168.10.0/24

ether1:Host Only
For Connect To R1

Client-1

-

1P:192.168.10.2
GW:192.168.10.1

R2
ether2:192.168.10.1 f\g ether3:192.168.20.1 r\g ether3:192.168.30.1
. ether2:192.168.20.2 ‘

Lan Segment-2
192.168.20.0/24

ether1:Host Only
For Connect To R2

Lan Segment-3
192.168.30.0/24

Client-2

——

1P:192.168.30.2
GW:192.168.30.1
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P g2l (2l g3lw ool sl

sl o0y 438 ) L5 50 O s (s 4 Sig,Se Fgy 90 P

oS (0 G5l ol Al 5B )0 39290 Sl Sy (ylgie A S i 90 P
2015 Ll (sl 4l )5 g oS (o0 (510 of ) VMWare (595 2 1, Lo codlS g Lo yigy YU JSib G 925l 0l (3L 00y (sl
oeidd LT gl 1) e, psciin a5 ol IP Lo ol 51 plaf yp s YU JSCi Gub 9 pudd o0 1,5 o0 43iS cls Lan Segment
S (0
‘R1 g, a8 g &)l (6l IP bl

Address: [192.168.20.1/24

P192.168.20.1/... 192.168.20.0

Yv
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:R2 gy asuls sbo w5 ol IP Ll

Address: 192.168.30.1/24

5|

Network: 192168200 | Network: (192168300 | &
Interface: ether2 (3] Intedace: |ether3

€

 tide Passworss W 65
aces

S g 25 3l 9 TOOIS &y 35 (Lol (s 51 ailed (oo bL I el (9992 5185 o (gl ol H1 )30 535 93 (e LU, I lxial U
Static 1 y5g, 59y » b oS 51,8 1y Lan asiud 90 oy bLI 1 4SSyl 6l p0usS o0 3,5 1y Jslio yig, IP g auss Sl 1, Ping ous
Dynamic Route wjyp 4 aldl jo g puS o0 ooliiw! Static Route ;1 ¢ Lo (w1 yo Lo.uusS sl | Dynamic Route U ¢ Route

S0 gy g 0

YA



:R1 4, 59, » Static Route slx|
S o0 oLl |y Routes ool 5 (goie 53 31 9 IP 4y 35 (Lol (soi 51 51 ol (sl
(<) admin@O0:0C:29:12:DD:3C (Rowter-1) - Winox v5.20 on X85 (+86) - ol x

([ cs] | Safe Mode Vi Hide Passwords Wl (5

Routes  Nexthops Rues VRF
=] [v][] =] [¥] a ¥
Dst. Address |Gateway |Distance | Routing Mark  Pref. Source | ¥

DAC P 1592.168.10.0/... ether2 reachable 0 192.168.10.1

DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1

Route
Gemrdlm

Dst. Address: |192.168.30.0/24
Gateway: |192.168.20.2

Check Gateway:
Type: |unicast
Distance:
Scope: 30

Routing Mark:
Pref. Source:

IP ceound (s 4o : Dst. Address

S o0 8,19 a9 yl8 1y T 4 Route wuad a5 o 4l 5
et 5 (0 1y o widlgd Jluyl LT a9 L iy 457 (gukrs duaile enund (3] 50 : Gateway
oS (o0 9,19 Gateway 51 jolxo g, IP i il bLI,1 53 g crader b Lo Hla5 9590 AUl 1) aopiliny @ 4SS

:R1 4, 59, » Static Route slx|

X | 4| | Safe Mode v| Hide Passwords [l ()
Interfaces @E
s Routes | Nexthops Rules VRF
PPP [#][=] [#][=] [=] [¥] CINEd
Mesh | DaMdnm / Gaway Dﬂm :Rom'lg Mark PvdSouw \V

|DAC P 192.168200/... ether2 reachable 0 192.168.20.2
P M1 ARP |DAC P 192.168.30.0/... ether3 reachable 0 192.168.30.1
IPv6 I Accounting Of x
MPLS Addresses |
General | Attributes K
Routing DHCP Clent ‘ ‘ Ol
System TR Dst. Address: 192.168.10.0/24 | '] cancel
Queues DHCP Server Gateway: |192.168.20.1 I3 1& | [ ooy
Fles DNS
Log Frewal ey | | v | | Disable
Radus Hotspot Type: |unicast “
Tes Prc - =
New Terminal Neighbors Remove
Scope: |30

ISDN Channels Packing
KYM Pool Target Scope: |10
Make Supout# | Routes Routing Mark: v
Manual SMB Pref. Source v
Bt SNMP

Services

Socks

TFTP k

|enabled

Traffic Aow v

UPnP

Web Proxy

Y4



1 CaudS Gl IP pudisd

Internet Protocol Version 4 (TCP/IPv4) Properties

Internet Protocol Version 4 (TCP/IPvé) Properties
General Client-1 ‘ General Client-2
You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IP settings.
i
(7) Obtain an IP address automatically (7) Obtain an IP address automatically
@ Use the following IP address: (@ Use the following IP address:
IP address: 192 .168 . 10 . 2 IP address: 192 . 168 . 30 . 2
Subnet mask: 255.255.255. 0 Subnet mask: 255.255.255. 0
Default gateway: 192 .168 . 10 . 1 Default gateway: 192,168 . 30 . 1
Obtain DNS server address automatically Obtain DNS server address automatically
@ Use the following DNS server addresses: @ Use the following DNS server addresses:
Preferred DNS server: . \ . Preferred DNS server:
Alternate DNS server: o % % Alternate DNS server:
[7] validate settings upon exit [ validate settings upon exit Advanced...
o J[ concel ] o J[ conce |
|

o o PING 555085 a9 b a5 j ol 51,8 5 byl 4SSyl o (g bl 158 5 L CoudS” (s LSl el loudiis b

‘ﬁy)Lu&

il 0 Default Route & Static Route ;f coliuw! b wyliso s Subnet b 4ol 98 s b1 55158 11 a9 )L (il Bua

Default Route & Static Route

Lan Segment-1 Lan Segment-2 Lan Segment-3 Lan Se
gment-4

192.168.10.0/24 R1 192.168.20.0/24 R2 192.168.30.0/24 R3 192.168.40.0/24

ether2:192.168.10.1 ﬁ ether3:192.168.20.1 ﬁ ether3:192.168.30.1 ’ﬁ ether3:192.168.40.1
o . Shl < h e
ether2:192.168.20.2 ether2:192.168.30.2
ether1:Host Only ether1:Host Only ether1:Host Only
For Connect To R1 For Connect To R2 For Connect To R3
Client-1 Client-2
. R 1

IP:192.168.10.2 1P:192.168.40.2
GW:192.168.10.1 (GW:192.168.40.1

D95l ol g5l 00l sl

el o0l a3 ) L5 )3 Ol yrn (s 49 S99y A >

oS (o0 G5l ol Al 5B )0 3920 Sl SIS ylgie & S s 9 P
2315 LT (sl 4l @yl 5 oS (o0 (s3I0l of ) VMWare (g5, 5 1y b oDl 5 b yig) YU S Gub 93 3L o321 (g3l 00y (sl
aeliss T (gl 1) 0 yS ascine 45 b IP o olSoiwd j plasyo a5 YU Sl Gub g audd (0 41,8 oud 4iS sl» Lan Segment

S (50
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:R1 gy aslls sbo w5 (ol IP Olucs!

| 2t
|| Address: [192168.10.1724 | A
Network: [192168100 | & '

Address: [192.168.20.1/24

Network: "b

Interface: |etherd K3

:R2 gy asul b w5 51w IP Clucil

Address: 19216820224 | Address: {_192.168.1).1/24 ;
Network: |192168200 | & Network: [192168.30.0
Intedface: |ether2 3 inteface: [atherd

R
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:R3 gy asll sbd w5 ol IP Ll

2items

(0[] | safe Mode VI Hde Passwords Bl )
Intefaces ] Oll%
o +]=] [¢][=] [=] [¥] [Fng ]
::" Address + | Network Intedface v
o | dress <192 168 30 2/24; ol[x ofx
P r| are Address: 192168302724 ||| oK | || Addess: 19216840172 | |[ ok |
e T Accounting Network: 192168300 | & Cancel Network: 192168400 | a | Cancel
weis  + [ Adeess bintace: [she? 131 [Tomy | [|eetoce: [evess ol
e [ |
o DHCP Server Comment
Fles DNS ooy | —
Log
:::' S enabled |enabled

Manual SMB
Exit SNMP

¥ Hde Pasowords 3
Interfaces

e
Wireless
Bridge

PPP + K4 Find |

| Address Al |intesf [~
7°192.168.30.2/... 192.168.30.0  ether2 |
q°192.16840.1/.. 192168400  ether3

Mesh
IP
IPvE

MPLS

Yol s e e

T

Tools >
New Teminal
ISDN Channels 2items

Make Supout rif

ol Juog 590 1595 99 1 prudiinnd 5900 4 (392 ol 18 K0 5595 90 LR gy bl Slewkiid (I b 415 slxul G >
515 bl Lan aSed g0 b Js

\4

] 1,8 WlbLI HIR2 gy b g cawl T 30 Y CaudlS a5 (gl aSeuls LR i,
.C«w‘ﬁﬁﬁylblﬁﬂRz).‘i',)l.g,&mloi)éz S a5 gl 4 LR3 g, >

tadd plxil oy 69y 2 1y ) Wleadisd b bl 41,8 5 Ol I soled 4SSyl (sl
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:R1,ig, ,o Default Route <y =i
2008l o0 bgs b yuwmo I P 58 S a5 (0.0.0.0/0) il yio Hlz oMol Hlod (5,3 iy s b Default Route

O, o 43 [y 515 0590 Cawlgs 53 0,50 (o Lwlidds 1y duadio S5 a5 (Jloj U ads (o0 asiiio 339 5l 1) gumne S (058 ot ymanne
IS Jlf o iy 35 il 45 53

Routes | Nexthops Rules VRF
+ 3l | ¥

[Dst. Address /| Gateway
DAC P 192.168.10.07... ether2reachable
DA 3 B8 &l achab

New Route

Dst. Address: |0.0.0.0/0
Gateway: [192.168.20.2

Check Gateway:

Type: |unicast

:R3 iy, ,o Default Route <y

Routes | Nexthops Rules VRF
[#][=] [¢][x] [=] [¥ :
[ [Dst. Address Gateway |Distance | Routing Mark  |Pref. Source ||

[DAC P 192.168.30.0/... ether2reachable 0 192.168.302
[DAC! P 152.168.401... sher3 rachatie 0 192.168.40.1

New Route

General | Attributes

Dst. Address: [0.0.0.0/0
Gateway: [152168.301

Check Gateway: |

Type: |unicast

Distance: |
New Temninal Neighbors Scope: 30
ISDN Channels Packing

KVM Pool

N C—
Manual SMB

Bt SNMP

\RJ



:R2 4, 59, » Static Route slx|

v/ Hide Passwords Ml ()

ol
Routes Nexthops Rules VRF
#][=] [¢][x] (=] (] (e I3

| |Dst Addess  / Gateway |Dstance  [Routing Mark | Pref. Source || v
AS P 192.168.10.0/... 192.168.20.1 reachable ether2 1
DAC 92 168.20.0/, . ether2 reachable 0 192168202

General | Atrbites
Dst. Address: | 192.168.40.0/24
Gateway: |192.168.30.2 ¥ | |reachable ether3

“»

TR0 [¢]e)g

General | Atrbutes NI

Hotspot Dst, Address: |192.168.10.0/24 | | ‘
Tools I iPsec Gateway: |192.168.20.1 3| feachable ether? |a
NewTemnal  Neighbors e
ISONCramnels  Packing Check Gateway: | v | [ Dt |]
KVM Pool Type: [anau 3] @
wosonss [rom B .
Manual suB : | [ Remove |
Ext SNMP Scope: 20

Sanioss Target Scope: |10

Socks Routing Mark: | |v | |

TFTP Pref. Source: | |v

Traffic Flow

UPnP

Web Proxy

ool g 091 caliseo 4ig, 90 Caomw I Jluwyl sla Packet a5 sgs (wl pa0,5 i w25 Static Route « R2 yig; gl p 4yl Judo : s

W 0 0018 Jexi W yigy 3l Sy 4 Packet axds pa clbls

General Client-1 General Client-2

You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IP settings.

() Obtain an IP address automatically (7) Obtain an IP address automatically

@) Use the following IP address: (@ Use the following IP address:

IP address: 192.168 . 10 . 2 IP address: 192,168 . 40 . 2

Subnet mask: 255,255,255, 0 Subnet mask: 255,255 .255 . 0

Default gateway: 192.168. 10 . 1 Default gateway: 192.168 . 40 . 1

Obtain DNS server address automatically Obtain DNS server address automatically

@ Use the following DNS server addresses: ©) Use the following DNS server addresses:

Preferred DNS server: L Preferred DNS server:

Alternate DNS server: . ; ‘ Alternate DNS server:

[ Validate settings upon exit == [ validate settings upon exit

o oo PING. 555085 a9 b oudS” 5 sl 51,8 5 byl 4SSyl o (g1 bl 1585 L oudST (s LS 5l el loudild 0l b
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. f 9-3 )Lu&
il 0 OSPF JSGg s 9 Dynamic Route jf eolaiw! b wylaio by Subnet b asiii 90 (v bLI )1 (65158 10 99 5Law op2] B
OSPF
Lan Segment-1 Lan Segment-2 Lan Segment-3 Lan Se
gment-4
ether2:192.168.10.1 ﬁ ether3:192.168.20.1 ﬁ ether3:192.168.30.1 ﬁ ether3:192.168.40.1
ether2:192.168.20.2 ether2:192.168.30.2
ether1:Host Only ether1:Host Only ethert:Host Only
For Connect To R1 For Connect To R2 For Connect To R3
Client-1 Client-2
R ESaanll
IP:192.168.10.2 1P:192.168.40.2
(GW:192.168.10.1 GW:192.168.40.1

B9 (50 (b o OSPF JSG g 5 51 oolisiuw! b g DYNAMIC & yguas 99yl (2] 45 glds (ul b abl (o0 ¥ g3 36w Jio g2 )b oo
3005 0 By gy (2l sy 43 s S (o0 i [P Ly gy Ay (gba 5 (gl Jud g 5l wiilon

2.9 00 NEtWOrk i ay sud 3l (5 0 2y 31 9 paiSne ool 1) OSPF ouh b (595 525 31 9 RoUting asu 357 Lol (90 51 51001 sl
MCS”ADD ') é)‘é é’?’ )J’) S99 » AS‘S?LQ Network 9

INetwork: |192.168.10.0/24

Aeai packbone | ¥

Yo
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v Hide Passwords Wl ()

instances Networks | Areas  Avea Ranges VitualLiks Neighbors NBMA Neighbors | Sham Links  LSA| Routes AS Border Routers ..
=] (][] [=] [¥
Network /

ALG
192.168,100/24__backbone
#132168200/24  backbone

nstances Networks | Areas AreaRanges VitualLinks Neghbors NBMANeighbors Sham Links LSA Routes AS Border Routers .

Network: | 192.168.20.0/24 |
Aea: [pacoone [¥]
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OSPF

Instances | Networks | Aveas | Area Ranges | Vitua Links | Neighbors | NBMA Neighbors | Sham Links | LSA Routes  AS Border Routers .

Network: | 192.168.30.0/24
Area: |backbone E]

OSPFv3
PIM

Prefix Lists
RIP

RiPng

P Ho IP wlediss

General Client-1 General

Client-2

You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IP settings.

() Obtain an IP address automatically () Obtain an IP address automatically

@ Use the following IP address: @ Use the following IP address:

IP address: 192.168 . 10 . 2 IP address: 192 .168 . 40 . 2

Subnet mask: 255,255 .255. 0 Subnet mask: 255,255,255, 0

Default gateway: 192.168. 10 . 1 Default gateway: 192,168 . 40 . 1

Obtain DNS server address automatically

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

(@ Use the following DNS server addresses:
Preferred DNS server:

Preferred DNS server:
Alternate DNS server: Alternate DNS server:
Validate settings upon exit Validate settings upon exit
[ ok ][ cancel | [ ok J[ concel |

4 b Caadls 5l ol )13 5 LSl 4SSl cond gl aisly 518 5 OSPF JSGg 1 32 50 51 b coadlS (o bLG )l wal wlowliid (b

e o PING 555050

v



NAT(Network Address Translation) : s,le> Jas

: Firewall

oS (g0 oo yR90Ss 1 1) 4 90 45 (Flojo I I pagde (e i 0I5 50 45 Wbl g0 ST 0)lge0 (Sxe 4 il o Jlg o
oLl iyl Jilio 5o aSuds SO 3l cdilas (sl (5590l L Jlgpls ST A5 01510 (6,500 4 Cond SOy clidls @ gl
Filtering 5 NAT slxl g, Jlg 8 b cuil 510 55 oolisiwl 598 JIgnld O gloie & olgF (o0 1) g Sonodigelins
05 P lgime

Jlgnloyls eage arly (o2, WMo 11y (AS1o 4l (Sblis 15 45 WiiS' o0 cuai Gateway (59 y2 1) Jlg 8 Yaomo Sl 5o
300 LT ol Z ghauw 3 4Sls £95 4 diamy 45 Wil a1 AliSo (S (551 pinsl Cemsl (o0

b <ol 51 a5 Mangle g Filtering w;p @ o b Jad ;0 g ouiSo (w0 |y o9y 50 NAT ol Lo fuad opl jo
SNy e Wl (o0 SigKm Jlg 210

:NAT

it gl Ol gt 031 g ol (LMl iy S (2 jud )0 ki o118 wisl 0 Network Address Translation s Nat
WSS o0 olm! 1y Nat 3

(6 3N WAN £Lss 5 5 39 (o0 00licias! e (ol aSeis 1 1 IP (31 oS 0 o0licias! Private ol IP j1 s 1s ol aSuis 51yt Lo
9o o i b g oS (o0 s3I o) 59y (59,15 3T 45 el 2929 4y Nat o o gy S LB (ynod & Wi (2 oo 18
SLss & IP oyl SaS U g i 4wz 55 Public ;0T IP 4 Iy Private ol IP g o] oS’ b wiilgs (o0 Private gla 5 guls
WSS 1,8 b el s

:Nat glsil

20)ls ogzg Nat sly=l sl (hsy 99 o (IS 5ok

(994 0 Nat) WS (50 g loeo IP 30T 3g, ¢yl ;o : Source Nat=Src Nat

End User
10.10.10.10

10.10.10.1 162.16.1.1
=@ i > Internet

Source IP:10.10.10.10 Source IP:162.16.1.1
Destination IP: <Google IP> Destination IP: <Google IP>

(094 oo Nat) wiS' (oo yudi wuaiilo IP w01 ig, ¢yl o : Destination Nat=Dst Nat .y

End User
10.10.10.10

10.10.10.1 162.16.1.1
pY @‘ Internet

Source IP:<Google IP> Source IP:<Google IP>
Destination IP:10.10.10.10 Destination IP:162.16.1.1

YA



Dol o0 ) g Nat o (g, plod (gl (S oueld

F95 (P Valid) (55521 (307 b lase ()01 (NAT) (255 Soledos 090 g0 <l j0 9, (oomo 4 @)l (59, 45 (o diuy 2
(Source Nat)ogd oo Jlw,l daio 4 dduwn (yurw Sgd o0 plexil]

00300 4 1yl gy (3 i oy 4F duadio (0301 355098 (0 03Liuw B 579y 43 0 S tumns a1 diam (] Fmsly 5T 1 s
(Destination Nat)aas oo b 9265 ol pommmn 4 1) dims 1735 Culed 30 3 98D (o0 yndil 00 B ppisamns xo

: Y9, yo Source Nat wloukss

[admin@Router-1]>ip firewall nat add chain=[srcnat/dstnat] out-interface=etherX src-address=[source ip
address] dst-address=[destination ip address] action=[masquerade/src-nat] to address=[ip range]

g (oo solawl Nat EP 0y et gl chain(y
Sy o0 03wl fuo ASils (5 00 game (stine (5l yiolyly o) 31 : src-address (Y
:Src-Address !y o Jto
: uob; (e S (595 2 NAt Gldos Jlos!(Y¥-)
Src-address = 192.168.10.2

Al SO b cooWs GoLo.'i 89y » hat Gldos Jlosl(¥-Y

Src-address = 192.168.10.0/24
Pl SO 6 e 1 (g0loRi (g9 w NAt Wldoe Jlocl(Y-Y
20,5 pudles gilw ool |y Oldos (ol Ao & ygua anlol yo
src-address jo wioS Jluyl yg) Coomw 4 1) 995 (5o diws Wilgis T Al 50 39590 b CaudS olod pudley azmilis @ &S

g o0 03! ] ualine i T o 45 o9 B it (59 0 NAL Sldos Jlos! g1y : dst-address(f
S 1y Dst-address yiolyly puis Nat 1y Lsl « suadio 4 4 g5 90y Wigdd o0 Z31 59 3145 b diwws plod pudlgsy azilinr : 4SS

WSS (o0 yous gy 3l B Ay (ooled (] pls. s 105 o0

D9 g0 el yiolyly ol bwgi 99 (o0 plnil b i 59 2 &5 (Flikess : Action (O
4 blo,l Cdls (pl 50,0848 (o0 CooMS Cuouw 1 (Jlwyl dsus yo Source IP ulsd v 551> 459, IP oy ool jo : Masquerade (-9
B o0 oM P g 30T oy 555> Source 1P uld 1o 159, IP (w0l a5 1yz.09u (o0 51,8 gy 095 bawgd (2 )l a5y Canmw

693 Sy J S g ool (bl 0h (o0 (Jlw,l diny jo Source IP (3501 (o5 IP Wi b SO (o9 (0 59 : STE-nat(8-¥
LS algs 095 Axo gl 4l

Gygo BIP ol 51 (S 5 ooliiw! b o 32 (5l NAt Wldos g 09 (0 aid )5 i jo IP golowi yiol )by w40 : To Address(s
Bgd o0 iy 335 POOIING b Cog™S a3 IP (30T Slu] (gl il 40.5 o

L0309 (0 0015 Cluil IP G 598 (0 00liw »3 Nat Router cuouw 4 a5 Request j» a5 wiil o W90 (wl 4 Pooling slw
S a5 Sloj Gogd o0 0,lg Wating cdl> & g w5 1,8 10 bl )l wilgi o0 goxs Request wd ,5 1,8 oolisuw! 5,90 b IP ol as
S adad 1y bLs,l LS sls Request

: Pooling calizee b <>
olod 00,5 asio p) Jlo 50.0,5 Lasieo [y IP G Lo b diws 59, w2 Nat Jloc! gl p oyl 0 To Address ol jo(5-)
g Nat 1Y IPA N oy0T 4y GG jgue 159y I wdlgs oo a5 b potwew
To Address : 192.168.10.1
5,5 asciio [y B IP 31 JolS 0ogume S Wb diws 595y Nat Jloe!l gl p oylg7 0 TO Address ol )b jo(5-Y
To Address : 192.168.10.0/24
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To Address : 192.168.10.1-192.168.10.25

(LIP3l psuin (5 00gumme ST (3055 Cyui (F-Y

Bl oo gy 5 SOUrCE Nat s 52,5l cnl plowl 31 Saa 1 Y g9 5l

ether2:192.168.10.1

Lan Segment-1
192.168.10.0/24

1P:192.168.10.2
S

GW:192.168.10.1
DNS:8.8.8.8

; >
~J

1P:192.168.10.3
GW:192.168.10.1
DN&S:8.8.8.8

R1 ether3:NAT Adaptor
IP:Dhcp Client

200.1.1.0/24 Internet

ether1:Host Only
For Connect To R1

WSS iy, (o g 6 iy | g Wilgits ol 192.168.10.2 (T IP 45 UM 45 S o0 (g Sy (31 4gS s 1y 539 93 3w o3l 0

gy Nat (wisue 8l ;o DHCP Client ;a5 5 1P)200.1.1.5 4 T IP 07 a5 dl> 50
:VmWare o oS o5 wloundiss
993k 31 30 Lo 585 IP w51 Dhep Client ;i ether3 asius o ,5 publgze bo 45 ol ¢y | sl 4iols dgs gl a5 ol 435
S5 mod 53 5b 5l g oo bo cpuizron 9 01 publgS L 1y Sloadisd 3] o 40ld] y8 puid 45 415 ,5200.1.1.0/24 1,IP &,
AS 015 g S g0 oy 2 yiigl a4 1y loogs ool ks b3 51 Lo S cal (8l 45 bl IS (s s 4yl 4y 4
2 o0 8 Nat > jo 1, ether3

Edt(|View VM Tabs Hep Il -

Copy
Paste

Q Virtual Network Edtor...
Preferences...

Cut (tri+ X
ftfff(

Name Type External Connection Host Connection DHCP Subnet Address
€ ost-0 0 ected abled 9 8 0
VMnets NAT NAT Connected Enabled 200.1.1.0
< i >
d ork Remove Netwo
VMnet Information
Bridged (connect VMs directly to the external network)

:

NAT (shared host's IP address with VMs)

@) Host-only {connect VMs Internally In a private network)

v'| Connect a host virtual adapter to this network

Host virtual adapter name: VMware Network Adapter VMnetl

Use local DHCP service to distribute IP address to VMs

DHCP Settings... |

SubnetTP: | 192.168. 3 . 0 |

4\ Administrator privileges are required to modify the network configuration. | ' Change Settings I
Cancel Apply

Subnet mask: | 255.255.255. 0 |

Defaults oK
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Name Type External Connection Host Connectiol =
VMnet0 Bridged Qualcomm Atheros ARSBWB22... - Subnet IP: 200.1.1.0
VMnet1 Host-only = Connected
VMnets NAT NAT Connected Starting P address: "4 . T .3
Ending IP address: 200. 1 . 1 .254
Minutes:
< I m Default lease time:

Max lease time:

VMnet Information
(") Bridged (connect VMs directly to the external network)

(®) NAT (shared host's IP address with VMs)

() Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network

Host virtual adapter name: VMware Network Adapter VMnet8

Use local DHCP service to distribute IP address to VMs | DHCP Settings... |
SubnetIP: ([200. 1 . 1 . 0 Subnet mask: | 255 .255.255. 0

| = | |

Hardware | Options
Device Summary Memory
- Memory 256 MB Specify the amount of memory allocated to this virtual
&l Processors 1 machine. The memory size must be a multiple of 4 MB.
L= Hard Disk (IDE) 8 GB o .
<) CD/DVD (IDE) Using file G:\Archive Network\el o.Ls... Memory for this virtual machine: MB
= network Adapter Host-only
F&= Network Adapter 2 LAN Segment 4 GB
@ MNetwork Adapter 3 NAT
&= USB Controller Present 258
@) sound Card Auto detect 1 GB Maximum recommended memory
@Printer Present (Memory swapping may
[ pisplay Auto detect 512 mMB occur beyond this size.)
PsAMR <1 6312 MR

kol oo 31 5 epl s <l 4o IP wysT (Vmware) Dhep Client i asb Ether3 oss,5 jasiw 99 3baw j0 45 jab yled
390 pud yid] Dhep o5 51 9 Sl Add (595 32 00 3 0 2y 50 piSin Ll 1) Dhicp Client ooy 5L goie 323 31 9 IP &y 35

m | sefe Mode | [ Hide Passwords [ (5
: mm m ‘ Release i Rrejcw | I‘—[

s |Use P [Add D..[IP Address  |Expires Ater | Sti v
yes 200.1.1.5/24 00:29:16 boung

= E3

OK I
Cancel
Apply
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Lo 55 DNS Public (ol < a5 )15 ¢y o 51y 0uibly didld (o yiuwrd & i) 49 R1 gy sl londisd ol b g 4l slxsu| G
gl (oo < el 4 BLS 1 618 5 51 U e e PiNG i i

oS o0 QL) PINg ool 5b (900 525 3 9 TOOIS 4 357 Lol (9w 31 (43,5 Ping (sl

|Time  |Reply Size |TTL |Status
353ms 128
128
128
128
128
128
128
128
128
128
128
128
128
128

04224
14224 278ms
24224 356ms
34224 388ms
44224 393ms
54224 3%4ms
64224 274ms
74224 369ms
84224 265ms
94224 256ms
104224 357ms
114224 357ms
124224 357ms
134224 268ms

8888838888388 88

1dtems |14of 14 packetsre... |0%packetioss  |Min:256ms |Avg:333ms |Max: 394ms

SO 9 A4S st (00 M 9 2 CMS e &1 510,10 (o yiwd Lyl 4 Lo R1 gy asS (o0 oualino YU pguai )0 45 55b (Lo
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G ] A SO g w61 NAT slew |
693 2 9 w9350 NAT <5 & 00 b 0y 50 puiSene ! 1 Firewall ool 5L (g9 5 31 9 IP aiy 35 Lol (g9 51 )5 ¢l (sl
o (o0 plil g5 ko [y Slowdadd oS o0 Suds ADD

| Firewall
Fiter Rudes | NAT [Mangie | Service Ports | Connections | Addess Lists | Layes? Protocols

@E DD @ j [ Reset Courters || 00 Reset Al Counters

# | |Adion [Chain 2 New NAT Fuse

|Germ?|Mvuud Bdra | Action | Statistics
Chain: k3
Src. Address: [ 1[192.168.10.2 | &

Dst. Address: |

P'ﬁoeoi:[
Src. Port: | |+

Dst. Port: [ |+

Aoy, Pott: [= [ Reset Courters
In.Interface: | | [ Reset Al Counters |
Out. Interface: [I[ether3 [3]a
Packet Mark: | R4

C i M'k;[ ‘v
Routing Mark: | |»
Routing Table: | |v

Connection Type: | >

»@v@vsam V] Hde Passwords M ()

Interfaces Frewal : O[]
Brdge FiterRules NAT | Mangle Senvice Pots Connections  Address Lists  Layer? Protocols
pep E][E j @ E | = Reset Courters || 00 Reset Al Counters a %]
e = # |  [Adion |Chain st ofx
P :
e S General  Advanced Exra | Action oK
NFLS r Acton: [+ | Cancel
Routing ¥ Apply
Sgen ! [ Do |
s
™
Rodus
Tl [ Reset Caries_|
New Teminal
ISDN Channels Reset Al Counters
o Oitems
Make Supout if
Manual
Ext

enabled

¥y



http://netcollege-bartar.ir
https://t.me/netcollege

WS o0 0adlice ) pouai jO 1y w0 ,S olmsl as o NAT asss

Frewal

Fiter Rules|

[Mangle Service Ports Connections Address Lists  Layer7 Protocols

o [¥] [

T
| | m‘““"”mmmcﬂm, |
General

o s
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Client

(7) Obtain an IP address automatically
(@) Use the following IP address:
IP address:

192.168. 10 . 2
Subnet mask: 255.255.255. 0

e |EET Googe

Obtain DNS server address automatically

(@) Use the following DNS server addfesses:
Preferred DNS server: [ 85 B =@ s | [
Alternate DNS server:

4 Make Googl my homepzge
Validate settings upon exit

[ o [ concel |

Adverbsing  Business About Pvaty  Tems  Sefings

el 00 35 ooy (o piwd 6 piis ] g bo SIS S (o0 sudlie YUy guai jo a5 Hob ylod

0.5 (o piwd iyl A Ly COoMST alo g 0,410 (o piwd Cd yidu ] 4 COMS o hald oo plxil gy 50 a4  Sleudisd LiassS
1S ABlgS s yand 4y &1 (Ao 45 Sy (5l SIS ol watd (o plonil 4 (Jlonih b ans g3 Lo
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Wbl o0 gy 5o Source Nat ow)p g9 5L ool plnil 5 Bus & Y gg.)&u

LAN-1
192.168.10.0/24

~
8 .

e o
g) ether2:192.168.10.1
e Lan Segment-1
= ether1:Host Only 5=
DNS:8.8.8.8 For Connect To R1
GW:192.168.10.1 R3 ther3:NAT Ada
ether2:100.1.1.1 @e e ( Internet
=
LAN-2 ether1:Host Only
192.168.20.0/24 Lan Segment-3 For Connect To R3
N 100.1.1.0/24
\%_g} ether2:192.168.20.1
> A
S5 g} Lan Segment-2
s) =S ether1:Host Only
S SNSHain For Connect To R2
GW:192.168.20.1

bl A1 992 g L pial 4 (oo Gl AL (o yiuwd (Sl A5 1S (o0 (G S Sl A ATy Ly g2 ylew (5o
P92l (2l g5lw o0l sl

D10 (g s iyl 4 R3 gy cnsl oy 45 15 0 09290 S Ol e (lgie 41 gy Aw P

oo P gy sl b L DS a0 (o0 (3131 oy Sy 50 D92 g0 (Slb DS (e & ot A P
1 gy Al b oyl @ IP ol
:R1 g,

Address <192.168.10.1/24>
Address: |192.168.10.1/24

Network: 192168100 | &

s [z [3]

feflefe]el
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:R2 g,

Address: | 192.168.20.1/24
Network: |192.168200 | &

Address: |URR &P
Network: [100.1.1.0 -
teface: [eher3 | ]

:R3 5,

e e+

Hostname: v

GetlD:[ v
V! Use Peer DNS
[v| Use Peer NTP

vl Add Defauit Route

Defa Rote Dotance: (0|
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. R

Network: | 100.1.1.0 -

€6 i ag Wil b CodS aSCal sl 10 LS ,1 095 ofy yw yig) b s by CoudS (Jg ol 5158 52 b g5 (e BLIHI L glxial U
o < ;2 Default Route <G R2 g R1 g ;o lasul jU5 ol (gl 0o oy (o yiwd R3 j3g )y alilgny ag b accioly asiold (o yiwd

.ﬁ*’:
:R1 ,ig, ;o Default Route slx|

V] Hide Passwords [ ()

Dst ateway
[AS_ P 0000/ 100.1.1.1 reachable ether3
DAC P 100.1.10/24 _ ether3 reachable

100.1.1.2
DAC P 192.168.10.0/... ether2 reachable 192.168.10.1

Dst. Address:

Gateway: 100.1.1.1

O\ed(Gaeway:I

Type: !l.l'lCl!

Distance: [1

Scope: |30
Target Scope: |10
Routing Mark: |
" Pref. Source: |

Yv
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Make Supout rif
Manual
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:R2 ,ig, ,o Default Route slx|

[“][=] (o] [¥]

100.1.1.1 reachable ether3

T00.1.13
192.168.20.1

Dst. Address:
Gateway: [100.1.1.1 [3] [reachable ether3

Check Gateway: |

Type: [uricas!

Distance: h
Scope: |30
Target Scope: 10
Routing Mark: |
Pref. Source: |

:..\;;“T@Rl);”,)wqJd‘uwds,ﬁNatoWJL&c|

[V Hide Passwords Ml (51

Src. Address: [1][192.168.10.0/24
Det. Address: |

Protocol: [
Src. Port: [

Dst. Pott: |

Any. Port: [

In. Interface: |
|ou. Interface: [ ether3

YA



http://netcollege-bartar.ir
https://t.me/netcollege

0| [ s e

Chain:
Src. Address: [ ]192.168.20.0/24
Dst. Address |

Protocol: ‘

Sre. Port: [

Det. Pot: [
Any. Pot: |

In. Intedface: I
Out. Interface: [[ether3

Packet Mark: |

New Teminal Connection Mark: |
ISON Channels Routing Mark: |
e Routing Table: |
Make Supout sf

Manual Connection Type: |
Ext
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| Action: |[UEESIECT ‘E

. [Bytes  [Packets |

:..\.igj‘saR3 el ygy cwmw 4 R1 gy b jlas b s gl Nat wldos Jlos!

_ V] Hide Passwords [ ()

Fiter Rules NAT|W Service Pots  Connections  Address Lists  Layer7 Protocols

= [+ (1 o
#| [Adion

= Cran | Genrl | dvanced” 0 [Acion | atstcs oK
P N Chain: Hsl Cancel
Pv6 : S, Address: [1[100.1.12 Ja [ my |
MPLS
= Det. Address: | k¢
System P Protocal: | |v Comment
Queves Src. Pott: | | v Copy
Fies Dst. Port | v Remove
:;“ Boy. Pot: [ ¥ | [ Reset Countes
— - In. nterace: | | ¥ | [ Reset Al Courtes
g Im.mfau:t]lmra MAI
ISDN Charmels e
= Packet Mark: | v
S Connecton Mak: | I
i Routing Mark: | |v
Ba Routing Table: | |v

Connection Type: | ¢
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][] [ sfeMose |
nterfaces -

er:

Acton: (| + |

To Addresses: [200.1.1.13

To Ports: I

:..\.igj‘soR3 el ygy cwmw 4 R2 gy b jlas b s gl Nat wldos Jlos!

E'@ V] Hide Passwords Il ()

m”" FterRues NAT | Mangee Senvice Pots Comnections  Address Lists  Layer7 Protocols
= R SR
e # | |acton [Chan || General | Advanced” Exra | Acton |Staisis oK
P p Chain: K3 Cancel
IPvé ¥ Src. Address: [1100.1.13 [ [ oy |
MPLS p

Dt Address: v
— | '
System ¥ Protocol: | v Comment
Queues Src. Pot: | |+ Copy
e Dst. Port: | v Remove
Log
= o o | -
- : In. Iteface: | | ¥ | [ Reset Al Courters
New Temina [out. e 1 [ethers 5]
ISDN Channels Oitems

Packet Mark: | |v
KM
Neke St f Connection Mark: | v
Manual Routing Mark: | |v
Bt Routing Table: | Ihd

ComeaimType:I \'
enabled
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Acton: (S |
To Addresses: [200.1.1.13 |a
To Ports: [ ]v

ess |Dst. Address Proto... Src. Pot | Dst. Pot |In. Inter... Out. I
ether3
ether3

Intedfaces
Wireless
Bridge
PPP
Mesh

P

IPvé
MPLS
Routing
System
Queves
Fies
Log
Radius
Tools

I

er
£

f
{

WSS o0 oy g s Gy 4 Lan-2 g Lan-1 ;5 59250 (s g (solod Olodisd (ol b

1P:100.1.1.0/24 57 Src-Address cuomwd 58 g puis dlxsINat oSG puiS dloxs| Nat Ugo a5l sl R3 gy 40 pusilyl (o0 1 4SS

‘9.3‘.’5 é)" ‘)
g0 Lan asiuis jo 9990 (b CogMS a5 Cawl Judo 3] 43 90,5 3419 15 100.1.1.2 a4y (w7 R3 159y 50 Lo syl Judo & 4SS

bl g0 S (o 4 35 R2 g 50.09 (o Nat LT IP o )0T R1 g, 5l youe

oy



: Destination Nat
4l Jlwo jehy Private asius oG a4 < yicy | Jlo ot Public asCus oG 5 pudlgsty azmilinr 5l 4y oS cod pudi W a2

oS (o0 oolisiwl (g ¢yl I el Al (ow yiws Lan
o i) eSS Nat (Invalid IP) poioli IP (o yol a5 1y Sledbl gld asws jo 459y (Valid IP) yusio IP s yoT Sldos o] 5o

(o

: y9, yo Destination Nat wlekss

[admin@Router-1]>ip firewall nat add chain=[dstnat] dst-address=[destination ip address] to address=[ip
For nat] protocol=[tcp/udp] dst-port=[router.destination port] to-port=[destination port]

A Ao ¢ o] A Cawlgd 3 A (o y 93900 3O pudlgd (o0 45 g 3 (ol Al 0,5 ylod T yielyl ol 4o : Dst Address()

S (o0 et 1y B prwo gt Al (SIS gy g Couw
oS o0 o |y Aoy Suaiio gl )b (1] 50 : To Address(Y

3l adgs Nat acew) (0 yg) ©ye1 IS Caouw 4 &5 b Al 4 @S askiio pudlgse azxilis : Dst port,To Port,Protocol (¥
S o0 oslaiwl W ol )b oy
g 0 Sl 3T Cooms 49 L i Dst-nat wiylys 51 eolisw! b 45 duadio g 53 5594 : TO POrt(Y-¥

oS o0 atinn |y ST gy 909 Udp b g Tep il )by ¢! 4o : Protocol (Y-

S gaze g oo a8 ,§ i o Full Port 1) & yes )l 4 o 51050 JL5 1, Dst Port, To Port,Protocol s ol by azils : ais
2l 08,50 Jhosl b & ya9 (6150

T o0 O ) @9 1) TO POt piol )y oS’ asidio (oS 53 @jguo ay 1) b gy pudlgdy )51 4SS

PSS Wygeas b g S P
To Port : 23,22
1la &gy 3l (gl odgue o yguas b ygy S >
To Port : 1-5
@y 3l gl edgume 3 (ST g S8 >
To Port : 23,22,1-5

il o F3y 9y » Destination Nat wlles s3be 0oby g2,be o it 5l a2 Y g9 5l

ol 5l Al (o yiwd JoB i yial Gayb 3l g ol aSCal (120,08 3923 H9 w29 Sy (LAN-2) (1S Al )5 g1 jLew ol 5o
033 &6 iyl )0 Mo wdly Juaio gy 49 juinebIP )0l Sy b 59 pa azuiliz.adly Ails 3929 j9 5w (595 2 yixalP ool Sy a5
Al )0 39290 Hg D9 e & Ogl (20 03Liwyd gy Caow 4y AT (ol Al B AT 39l (Al yig) 50 Wil (pl plosd (o0
Dglh Colaa JS1s

109l o0 Z ko &yguo ol 4 Dst Nat oldos
oobiw 8 59y oo & (LAN-1 450l 99 jLaw (2] 33) (o2 )1 45l S 50 Sl S 31 59w 09 3 oolisiw] (gl 1 Calgs ) (5 dimy
e 1 (gl To Address yzilyly yo a5 6l IP o7 L Destination IP uld 0gi oo b j0 gy 50 diuw 45 Sloj. Sgulb (o0
2970 o1 1P 301 a5 (g0 30 duwy (o0 (shxo a5l 40 39290 9w D9 4 Al iy (pl 4 g Ogd (o (Rl o

Wil oo (Invalid) yozel
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Destination Nat

Internet

ether1:Host Only

Lan Segment-2 POAN
For Connect To R2
e

‘7. 7 Lan Segment-3
200.1.1.0/24

100.1.1.0/24

ether1:Host Only

For Connect To R1 ether1:Host Only

For Connect To R3

ether2:192.168.10.1
ether3:192.168.20.1
Lan Segment-1
192.168.10.0/24 Lan Segment-4
192.168.20.0/24
LAN-1 LAN-2
192.168.10.0/24 192.168.20.2
GW:192.168.10.1 GW:192.168.20.1

\(!

F g2l (2l g5lw ool sl
Wl oo sl gld )0 iy plgie 4 R2 gyl ouis aid 5,145 1 09290 (Slo Gl ymme (lgis @ gy dw >
el ouls 4l S Sl yo Lan-1 ;o CaudS (ylgis A e Sy P
ol ol 43,5 JL5 50 LAN-2 Al 50 y9 0 29 lgne & YIY jgpm jodny S P

oS (0 il oly 9 cual VI 595w jouing (591 1) Ho s g il 5o g1 )Lew opl (g3Lw ool (g1

a9 9 Gl oly g cuas Jolye

Server Manager > Add Role & Features > Server Roles And Role Services
Ién Server Manager | - |o IS

WELCOME TO SERVER MANAGER

@ corigure e P
W File and Storage Senaces b
o s QUICK START

—

-

ROLES AND SERVER GROUPS

& File and Storage =,
g 9 1 e s 1
® Manageability (® Manageability (® Manageability (@ Manageability
Events Events | ESS | EES
Pertormance Senvices Services
BPA rasults Partormance Parformance
BPA results BPA results BPA results

e D=L
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Server Manager

Server Manager » Dashboard

Dashboard WELCOME TO SERVER MANAGER

§ Local Server ||y Add Roles and Features Wizard [= o ]

BE All Servers
DESTINATION SERVER

AD DS Select server roles 50C soony i
18 DHCP
& DNS
ii File and Storag

Select one or more roles to install on the selected server.

Roles Description

~ Web Server (lIS) provides a reliable,
manageable, and scalable Web

Application Server
( application infrastructure.

Fax Server
Hide

vices I File and Storage Services (2 of 12 installed)

Confirmation Hyper-V
Network Policy and Access Services
Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

[ Windows Dgloyment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

Rioooooom Okl &0

< Previous Mext = Iristall Cancel

‘M‘Fﬁ”a _. ‘[55‘?@(511%4

= Server Manager =-|g] x

Server Manager » Dashboard g Manage Toos

Local Server [ Add Roles and Features Wizard I;I_ILI

All Servers

DESTINATIOM SERVER

—— Installation progress P0C soomyir
DHCP

DNS View installation progress

File and Storad o Feature installation

Installation started on PDX

Web Server (115) -
FTP Server
FTP Service Hide

Management Tools

115 Management Console
Web Server

Common HTTP Features

Default Document

Directory Browsing

HTTP Errors

Static Content % “

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

‘ ‘ ‘ >

‘H%‘F-Ha _. ‘[55@"@1152:;;::4
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Server Manager

Control Panel

Desktop

Windows.

PowerShell

o

Task Manager

Internet Explorer

Search

>

Everywhere
iis

k]

Internet Informatio
Manaker

&

Administrative
Tools

S Sl | Culw Cg S gl SO o
et AR A LR R UTE L)

CE] Internet Information Services (lIS) Manager - | & x
® |@ » PDC » Sites » Default Web Site » |m @ -
File View Help
E—— AN WWWroot [=[= [
o - LAl “ Home Share View [?]
:‘“_ﬁ ;t[?gFSaOgCE]N ~ 4 ‘ v ThisPC » Local Disk (C:) » inetpub » wwwroot » v & ‘ Search wwwroot £ | prs--
- - =
-2} Application - E. MName Date modified Type Size
(& Sites - Favorites
[)_9 Default] B Desktop . websitel File folder
& Downloads . website2 File folder kions
=l Recent places Bl iis-85.png PMNG image 98 KB irectories
= | iisstart.htm TML Document 1 KB =
M This PC
€ Metwork [%
Jsite
ttp)
ktings...
lishing...
4 items
Ready a3
o S = 12:36 PM
‘ ‘ s ‘ = H b H \9\ ‘ < 15 B om0

of
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Sao il |y Add Website... g cowly s Site 595 1 colw wg cuc

(& » PDC » Sites »

File View Help

Sites _
G- |# |8 % @ Add Website...
: Start P i
% o Filter: + v Go - GShowAll | Groupby: NoGrouping = Set WebsicDCRits
495 PDC (SOONY ) - @ Add FTP Site...
2} Application Pools Name D Status Binding Path
o . . Set FTP Site Defaults...
Web Site 1 Started (ht...  *:80 (http) FeSystemDrive it
41 @ AddWebsite.. [ s Py
3 elp
k& Refresh
@  AddFTP Site...
EI Switch to Content View
<] - Activate Windows
Go to Sygtem in Control Panel to
[=] Features View |/ Content View activate YVindows.
Ready 3

@© ) [@»PoC b stes v ftp b B |‘>@ﬁ|°"

File View Help

o’v%lds':lﬁ Ia Site name: Application pool: N ;Fk:e ..
q P[:C (Sa()g(;NV“ . n |website1 I |website1 bl )
)
Edit Sit
@ Application Pools Content Directory Bindi &
g E A= . Bhysical path: Blansicmsge:t"i.ngs...
DO DefatfltWeb Site |C:\inetpub\wwwvoot\website1 = =
b @ websitel — View Applications
b@ fip Pass thiouglauthentication View Virtual Directories
[ Connectas... | | Test Settings... Manage FTP Site ~
Restart
Binding Start
Type: IP address: Stop
|http vl |192,153.20.2 Advanced Settings...
o Help

Host name:

[Vl Start Website immediately

a 5 15| [ Festures View] - Conten View

oy
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Ll Culw g ol : Site Name

WIS g0 o 1y gl g 4 bsy0 58 b (5585 1,8 (S 345 o : Physical Path

All 4y 55 i (yokae 45 j300 50 9 S et | Sl g (612 U255 15 9590 IP (ool 0igdd 3 e 51 IP Address
g 518 o (B iy Wlewdisd U wui 39 1)Unassigned

0315 41,8 o0y cyuwni Physical Path (o a5 wewd jo 1095 Colw g b o sl o1 4 CanndlS 9 Canwl Cadlnd o0lol yg yw g
s yrd (31 & 00 0018 yamasi 1P (w s 31 ol b aislgi (oo (ly 9 wuwpd 41,8 (T jo index.html ylge b1y Lol B o
Al Al

g,y S b )5 & IP Clus!

:R1 g,
)

[Interface 152
= 192.168.10.1/... 192.168.10.0 ether2
200111724 200.1.1.0 ether3

Address <192 168.10.1/24> {[=]E Ad
Address: Address:
Network: [192.168.10.0 | Network: [200.1.1.0 -
Interface: [ether2 3 Interface: |ether3 =K

[ Hide Passwords [l (7}

yetenn Network: [200.1.1.0 -
Queues

Fies Interface: |ether2 2
Log

Radius

Tools [

New Teminal

ISDN Channels

KVM

Make Supout rif

Manual

Bxit

oA
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:R3 )J’)
S o0lisiw! DSt.Nat gl pudlys (oo 1) B IP S 45 ol (0] 19055 ki IP )57 Ggo Ether2 gly yigy op! yo 4Gyl Julo

°100.1.12/24  100.1.1.0
59100.1.1.3/24  100.1.1.0
%°192.168.20.1/... 192.168.20.0

'd /24> [s]|E3} Addr 1130285 {[=11E3
Address: [100.1.1.2/24 Address: [100.1.1.3/24 Address: |192.168.20.

Network: [100.1.1.0 a Network: [100.1.1.0 - Network: [192.168200 | &
interface: |ether2 E3 Interface: |ether2 2 Inteface: [etherd | ¥

ISDN Channels
KVM

Make Supout if
Manual

Exit

S oo iy Default Route o) g5 1 55 bL3 I nl 65185 gl onni 5182 R3 9 R1 g, (o bLS I Ll U
:R1 ,ig, ,o Default Route iy y»5

,
V] Hide Passwords [ ()

Route List
Routes |Nothops  Fules VRF

[#][=] [][] [e] [¥]

|Dst. Address /| Gateway
DAC P192.168.10.0/... ether? reachable
DAC P200.110/24 ether3reachable

ISDN Channels
KVM

Make Supout ff
Manual

Exit

o4



Tools

New Teminal
ISDN Channels
KvM

Make Supout rif
Manual

Exit

b e ] [ 3 | B
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:R3 ,ig, yo Default Route iy ,=5

Dst. Address: [0.0.0.0/0
Gateway: |100.1.1.1]

Check Gateway: |

Type: |ums

Distance: |
Scope: [30
Target Scope: |10
Routing Mark: |
Pref. Source: |

R2 yigy g9 ybew ol 50yl (o yiowd i yidul s Lan-1 ool 50 092 g0 (gL oS Lol sl 51 )8 o o yigy oy bLI I 45 sls | U

oS dlig I NAt as b sl aills cw ywd o pidal a Lan-1 gl CoodS asCol gl p (ol ool aid )5 (i )0 Ca s ylgie &

Rues NAT |Mangle Service Ports Connections | Address Lists  Layer7 Protocols |

[#][=] = Reset Counters || 00 Reset Al Counters |

Fiter

1] 0 R2 gy caoww a4 R1 yigy b yb 5148 ols aws sl Nat wldos Jlos!

# |

|Action  |Chain |Src. Address |Dst. Address |Proto... [Src. Pot  [Dst. Port  [In. Inter...|Out. Int... [Bytes |Packets ||+

Src. Address: [1(192.168.10.0/24
Dst. Address: |

Protocol: [

Sre. Pot: [ |~
Dst. Port: | | v
Any. Port: | |7 | [ Reset Counters
In. Interface: | | v | [ Reset All Counters
Ot nerface: [ [E I+ | &

Packet Mark: |
Ce ion Mark: | |+
Routing Mark: | | >
Routing Table: |

ion Type: |
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i=l=]
Interfaces Fewal

Fiter Rules NAT | Mangle  Service Ports  Connections | Address Lists  Layer7 Protocols |
EIE’ E |$ Reset Courters Hoo Reset All Courtters I

# |

|Action  |Chain |Src. Address |Dst. Address |Proto...[Src. Pot  |Dst. Port  |in. Inter...|Out. Int... |Bytes

Ne: Rule
General || Advanced | Bxtra| Action]| statistcs |

Action: || |

=
-
&
2 e s | =2 | =

| [enabled [

c;e-“)-?-wé R3 gy 9R2 ig) & wilg' (oo (S oS (o0 iy (o yiwd i il @ LAN-1 a0l 50 09290 b LoD Wloglild (nl b
las sw yiuwd R3 yig) Webfig axio 4y 08 0 5)l9 945 15550 50 15 1P:100.1.1.3 coudS a5 Sl wilodiid ool Lol aiisls
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SLRSH ) 9S00 aaMo (wSie 30 45y j Ay 35 dusS iy a5 IP S (gl (s O ygua aSSu gl 4y Cowl (S HU (sl
25 walgs cdl o IP o )S (s3lwil ol y Suig S 595 59y 32 45 DHCP 5l cuds )15 ¢l b oS

General | Alternate Configuration Network Connection Details:

You can get IP settings assigned automatically if your network supports Property Value
this capability. Otherwise, you need to ask your network administrator . ¥
Tor i Sppronra e setings. WMepedm DN... ,
Description Intel(R) PRO/1000 MT Network Connectif
' Obtain an 1P address automatically I Physical Address 00-0C-29-A7-FA-83
g SO Eee DHCP Enabled Yes |
© Foe feiohown [P ercvess Pvd Address 192.168.19
IP address: |Pv4 Subnet Mask 255.255.255.0

Lease Obtained Sunday, May 24, 2015 10:25:40 PM

Subnet mask:

Lease Expires Wednesday, May 27, 2015 10:25:40 PM
Default gateway! S m IPv4 Default Gateway 192.168.1.10 |
IPv4 DHCP Server 192.168.1.10
| © obtain DN server address automatically | IPv4 DNS Server 192.168.1.10
(7) Use the following DNS server addresses: IPv4 WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPv6 Address  fe80::917b:2552:cf91:686a%11
Alternate DNS server; . . . IPv6 Default Gateway

IPv6 DNS Server

Preferred DMS server:

[] validate settings upon exit

V] Hide Passwords I ()

Options  Aletts

‘ | [ Hake Sttc || creck situs |

| Address |MAC Address  |Client ID |Server |Active Address | Active MAC Addre... Active Host Name | Expies Ater /| Status
192.168.1.9 2d 23:58:48 bound
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Al Aol @S IP ooguse 3 Wilgd co ouis iy y27 POOI ig ;5o )0 Lol dgus 03 0018 IP Ly oS 4y wisls 9w Dhep

odguzo 3l oo iy Pool Ll wil 10.10.10.0 osguxe ;I Dhep-Server asui w5 4 by IP axils Jlwo ok
N guSnn 1P 501 192.168.1.X osguxe I b cauds wisk 192.168.1.0/24

D5 G2 5b 3l 59 DHCP (g5l ol 9 s

DS (0 0udlice p ) 30 AT dg (o0 0w 1 2] 039lo W yguas (69,190 iP dhcp-server setup jeiws 40,5 5,18 b

[admin@Router-1] > ip dhcp-server setup

Select interface to run DHCP server on

dhcp server interface: ether2

Select network for DHCP addresses

dhcp address space: 192.168.1.0/24

Select gateway for given network

gateway for dhcp network: 192.168.1.10

Select pool of ip addresses given out by DHCP server
addresses to give out: 192.168.1.1-192.168.1.9,192.168.1.11-192.168.1.254
Select DNS servers

dns servers: 192.168.1.10

Select lease time

lease time: 3d 00:00:00

[admin@Router-1] > ip dhcp-server print

:DHCP & bgs o wilondiss yolo Lis

DS o oubline 1y 3,15 41,8 (T 35 59w DhCP 45 o1 4 49 by po lowliid jgsmwd o] 31 oolisuw! b

[admin@Router-1] > ip dhcp-server network print

[admin@Router-1] > ip pool print

:PoOl & by po Wlouliss yols oyLid

1 P e S (610 IP SO (5055 955

[admin@Router-1] >ip dhcp-server lease add mac-address=<Mac Address> address=192.168.1.100

¥
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interface /|UseP...[AddD...|IP Address  |Expires Ater | St
etherd yes yes 200.1.1.5/24 00:29:16 bound

DHCP | Sttus
iterfoce: [ETEIN ¥ |
Hosmame: | |v
Clert ID: v

Use Peer DNS
Use Peer NTP

v/ Add Default Route

Defat Rote Ditance: 0|

LG EEE

a5



http://netcollege-bartar.ir
https://t.me/netcollege

:DNS (3l oy g s
Gk 1) ©logdais 0ud 5L 0520l (o0 ST DNS (595 32 00l 5L (9 25 51 g QLI IP &y 357 Lol puno 51,18 (2! (612

S (o0 plnil 15 uSe
4L 93w DNS lgie @ Lo 439y 94 Jled Allow Remote Request wu 35 i a5 900 50 il adls azgi 4SS ol &

D5 31,8 &6 yii) 334k 5 GIDNS (b ol g Moo (D 320 50 Sl (xS0 § o

Dynamic Servers: (200112 |
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=
&

I Protocal: (16 cp)
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{
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Packet Mark: |
Connection Mark: |
Routing Mark: |
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Chain: @
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Protocol: []|udp
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Packet Mark: |
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FiterRues NAT Mange Service Pods Connections Address Lists  Layer? Protocols
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"General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
(7) Obtain an IP address automatically
@) Use the following IP address:
IP address: 192 . 168 . 10 . 2
Subnet mask: 255 . 255 255« 0
Default gateway: 192 .168 . 10 . 1

Obtain DNS server address automatically
@) Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 10 . 1

Albemgtze DNS server:

Validate settings upon exit
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%

ERROR: Forbidden

While trying to retrieve the URL http://www.google com/:

+ Access Denied

Your cache administrator 1s webmaster.

Generated Tue, 30 Jun 2015 11:47:38 GMT by 192.168.10.1 (Mikrotik HttpProxy)
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Defauk Route Dstance: 0|

°192.168.10.1/... 192.168.10.0
192168201/ 192.168.200
20011524 200.1.1.0

Address: [192.168.10.1/24 ] 152 163.20 1
Network: [192.168.10.0 a Network: 192.168.20.0 a
Intedface: [ether2 3 Inteface: [ether4 2

L




http://netcollege-bartar.ir
https://t.me/netcollege

2 i 4 B S o i sl Nat slx|

:Lan-1

[v] Hide Passwords I ()

Chain: m
Src. Address: [1][192.168.10.0/24
Dst. Address: |

Protocol: |
Src. Port: [

Dst. Port: l
Any. Port: [

In. Interface: |
|0u.he|face: [l ether3

Packet Mark: |

Mark: |
Routing Mark: |
Routing Table: |

Type: |

m,m, NAT“|' !
[#[=] [#l] [e

#|  |Acion [Chain

T ——— |

ISDN Channels
KVM

Make Supout rif
Manual

Bxit

AR



http://netcollege-bartar.ir
https://t.me/netcollege

New NAT Fiua
Chain:

Dst. Address: |

Protocol: ‘
Sre. Port: [

Dt. Pott: |
Any. Pot: [
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#
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Target Address: |192.168.10.2
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=
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[v] Add Default Route
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# Target Address |Rx Max Limt [T Max Limt |Packet Marks v
1 BlanlMa 192168102 10M 10M
2 Blan2foosh 192168103 10M 10M
[=] E3
General Statstcs _ Traffic  Total  Total Staistcs
| Cancel
Target Address: |192.168.10.4 | o
¥ Terget o ¥ Terget Downlad [ Dsabe |
Max Limé: [10M [3] [1om | % bts/s [—]c‘,mm
5
L r Copy
3items (1 selected) | BurstLimt: [uimted | %] |unlmited |3 bisss
Burst Threshold: unimted [%] lunimted 7] bt | Fenoe |
s [ :
“v- Time Reset Al Counters
Torch
enabled
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Simple Queues | teface Queues Queue Tree | Queue Types |

4= (¢ %] @] 7] o0 RestConers | o0 st A ot

192.168.102  10M
192.168.103  10M
192.168.104 10M

General| Advanced |Staisics | Tiafic Total | Totel Stetisics |
P2P; |
Packet Marks: |
Dst. Address: |
Interace: [al

| Target Upload Target Dowrioad
| Limit A [5M ENED ¥ |btsss

Quee Type: [defaut smal 3] [detaut smal 3

Parent; [IT-DEPARTMENT [#]
Prorty: |2 |

SUte plod 31 h3g0T ity WSS ooliw] 095 Wil sLag 31 (b8 3 Jbo G &5 (90 50 JUo (sl Sl 0l b g2 )bew o1l 50
595 Uik buwgi o Wb gLty Wi solitiwl 395 Wb sLeg I Jlo i s 45 5 ygm0 53 Lol 0 o 00liin! 10Mbps  xs wily
el yioS T PriOFity 1355 0 8 o0 1,5 oolisiw] 8590
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99 oy 00ls Jobd (5l a5 Wil o 4l o JST g 31 Sy g Point To Ppint Over Ethernet o ,Le ouls paiso pppoe
S o0yl y8 1) (adaiis) Point g0 U g asiis

DSL ce yu gy (56 yiu] (6l (g pw &1yl g 035 (o0 5158 colisiw] 3590 1 ISP lawgi 00 yiowS O jguas a5 Cawl SS9 pppOE
29 0 )1 43 il (o0 ADSL LT (i By o 45

33 5 ST 5 IP (33,5 waliid a5 45 Gl SIS S (632 1 Koo Sl (Siamaly J3la> « pPPOE 31 oolicin! J¥
wly o 110 1) o ki 9 IP sl ()01 (o9

Authentication §(5,i ;) Encryption o,laibul sla o9y a5 wil oo Tunneling sbs JSigy oy oolw 31 Sy pppoOE
WS o0 00liiw] Cawl 00 (yti PPP Lo gi' a5 (55w 00 yid) COmpressin g (co g 31,>1)

9y (53 »2 PPPOE Server jlailof, 0 ) g9 yLw

PPPOE Server
Ri ether3:NAT Adaptor \
: IP:Dhcp Client '
Internet
1
etherZ| ether1:Host Only
: For Connect To R1 N /
-
S-) Lan Segment-1
Client
Remote Address Local Address

A PSS S slou !l b widlgns b cagdS b coadS « Seig,Saw 59, 2 PPPOE Server (s3luil ofy b a5 cowl oyl g2 ybow ol Bas
S8 iy (S 6 |

:R1 yigy asuls slbo w5 & IP Gl

ol G 315 owl lyasS <l yo IP wysT (Vmware) Dhep Client i usb Ether3 oss,5 (ascice 99 3baw 5o 45 jsb oyled
3390 b yiial Dhep i 51 g S5 Add (595 2 00 5 0 2y 53 eaiSn DLl | Dhicp Client oud 5L g0 25 51 9 IP &35
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Interface /|Use P..|Add D...|IP Address  |Expires After | St{v
ether3 yes yes 200.1.1.5/24 00:29:16 boung

DHCP | Status
Hosname: | |
Clert ID: v

Use Peer DNS
Use Peer NTP

|| Add Default Route

Defout Route Ditance: (0|

1 Lefgje]ele
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peSano Sl Add (594 g ais ) PPPOE Sever i as ouis b oy 31 9 00,8 olseisl 1) PPP iy 35 Lol (gm0 31 )01 61y
oS o0 ol olgsds 4y ol S : Service Name

S oo Sl 1y auylo 1y 3T 69 3 PPPOE (o510l ol y suad 45 o yis |- Interface

pppoe-cﬂhqz

2k

Interface MNTU M-MRU\MRRU Defaut Profie Authentication
80 pap chap mschao

=
]
7

Max MRU: |1480
MRRU: |
Keepalive Timeout: |10

Defauk Profie: |defaut

Routing
System
Queues
Files
Log
Radius
Tools

P
:

|

f
{

[V mschap1
enabled

: b User ¢l Accounting <y y=i

oS g0 S5 Add (g9, 2 9 438, Secret i & ,Sy] gl

Remote Mol cogMS cwomw 43 g Local Address >Mhao! 4y Comw 43 45 oS iy y25 Tunnel yuw 90 sl ool IP S5 by
g o0 4xi5 Address

Inteface PPPoES-va IM Active Cc

EDDDDu@

IName  / [Password Service |CallerID Profie

Local Address: [10.1.1.1 ]
Remote Address: (20111 |a
Remate IPv6 Prefoc. ~

O —
P —

TS TERT

g
H

g
{

vEE
'

enabled

\YY



http://netcollege-bartar.ir
https://t.me/netcollege

oS Gy 2 Nat OO wu b ool allls ow yiwd Co yidu | a b CauMS asCul (6l

Firewall
Fiter Fules NAT |Mangle  Service Ports Connections  Address Lists  Layer? Prtocos

=]
# Action

General | Advanced tra [ Acton | Statistes
Crein:

Src. Address: [1(20.1.1.1
Dst. Address: |

Protocol: |
Src. Pot: [

Dst. Pott: [
Any. Pot: |
In. Intedace: |
Out. Interface: []|ether3

Packet Mark: |
Connection Mark: |
Routing Mark: |
Routing Table: |

Connection Type: [

Fter Rules NAT | Mangle | Service Ports  Connections | Addvess Lists | Layer7 Protocols

CElg

General Advanced Bdra | Action | Statistics

[ e — |
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TS wlowdisy
TGy A w pwd (Gl SOl Sl |

T8y o0 )y 43 )1 ool (gl
Control Panel > Network and Sharing > Setup new Connection or network

@v % » Control Panel » All Control Panelltems » Network and Sharing Center v |4, ” Search Control Panel p[

Control Panel Home . g 3 F 3
View your basic network information and set up connections

Change adapter settings @l & ] ’ % Q See full map

d shari 72
fxiﬁge advanced shartg LANSEGMET1-PC Identifying... Internet
gs :
(This computer)
View your active networks Connect or disconnect
O iz Access type: No Internet access
ying Connections: § Local Area Connection
Change your networking settings
i.’ Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
i. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
.‘ Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnose and repair network p or get troubleshooting infi
See also
HomeGroup
Internet Options
Windows Firewall
a
@6 L4 ﬁ » Control Panel » All Control Panelltems » Network and Sharing Center - | 45 | ' Search Control Panel p<'r'
Control Panel Home . . . " . 0
View your basic network information and set up connections
Change adapter settings &; § Q See full map
Change advanced sharin, 2
e & LANSEGMET1-PC Unidentified network Internet
(This computer)
View your active ff
§ U () & setUpaCor
Pul
Choose a connection option
Change your nety
§| Set up
- Connect to the Internet
Set
P Set up a wireless, broadband, or dial-up connection to the Internet|
Conne o
- 4 Setup a new network
Conned <« Configure a new router or access point.
.‘ Choosf Connect to a workplace
Access Set up a dial-up or VPN connection to your workplace.
@ Troubld /= Setup a dial-up connection
2 m#® Connect to the Internet using a dial-up connection.
Diagno!
See also
HomeGroup
Internet Options
Windows Firewall
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O—év@ » Control Panel » All Control Panelltems » Network and Sharing Center v |t,|| Search Control Panel ,OT

T @

Control Panel Home x . < ’ .
View your basic network information and set up connections

Change adapter settings &" — ﬁ :x: 9 See full map
Chonge aihvanced sharkng LANSEGMET1-PC Unidentified network Internet
ings :
(This computer)
View your active rf’
Un (3 @ Connecttothentemnet
Pul
How do you want to connect?
Change your nety
| Setup
~ Setupi & Broadbapd (PPPOE) .
Connect using DSL or cable that requires a user name and password.
Conned
Conned
Chooseg
Access
Troublg
Diagno!
Show connection options that this computer is not set up to use
See also Help me choose
HomeGroup
Internet Options Cancel
Windows Firewall
S (o0 )9 |y 20,5 a5 59 50 45 (63 9mm 9 o j92
@vlﬁ » Control Panel » All Control Panel ltems » Network and Sharing Center v | ‘,I | Search Control Panel el x

Control Panel Home . . « . .
View your basic network information and set up connections

Change adapter settings @ § %® 9 See full map
f:t't’i:g: ipncd e LANSEGMETL-PC Unidentified network Internet
(This computer)
View your active rf’
U (3 ® Comnectto thentemet
Puffss==
Type the information from your Internet service provider (ISP)
Change your nety
'5‘ Set up 4 User name: ehsan
Setup g :
Password: 123
? Canes) Show characters
Conneq
Remember this password
'6 Choosg]| 5
Connection name: Broadband Connection
Access
Troublg
Diagnoj @ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Idon't have an ISP
See also

HomeGroup

Internet Options Cancel

Windows Firewall
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%v]ﬁ » Control Panel » All Control PanelItems » Network and Sharing Center ~ | #2] [ Search Controt panel 2|
Control Panel Home . v i - i o
View your basic network information and set up connections
Change adapter settings q I g — % e See full map
sce't‘;"ge giiancedstanyy LANSEGMET1-PC Multiple networks Internet
ngs (This computer)
View your active —_————

Testing your Internet connection...

o

Change your nety
Set up 3
Setup 3

Conneq
Conneq

Choosg

& w

Access

See also Troublg
HomeGroup Diagno
Internet Options

Windows Firewall

i

» Control Panel » Network and Internet » Network Connections » + | ¥4 || Search Network Connection p

S

£- 00
Broadband Connection | Local Area Connection
Broadband Connection 3 Unidentified network
=a» WAN Miniport (PPPOE) &7 Intel(R) PRO/1000 MT Network C...




Property Value

Connection-specific DN...
Description Broadband Connection
Physical Address
No
20.1.1.1
255.255.255.255
10.1.1.1
4224

IPv4 WINS Server

NetBIOS over Tepip En...  No

Linkdocal IPv6 Address fe80::ac42:53e3:8ca9:34d2%22
|IPv6 Default Gateway

IPv6 DNS Server

https://www.google.com/?¢ P~-ac I Google

Get to Google faster. Update your default search engine.  Sure No thanks

’ uns
Gmail Images == m

Google Search I'm Feeling Lucky

@ Make Google my homepage

Advertising Business About Privacy Terms Settings

] 0055 0w s i Ay 10,5 o p2T Ji g 0 45 s Remote Address L coods

Dl (o0 B ud o] 3] 9 (oo diSCONNECE (B9 g 9 (o0 DLy (s 3| SO 9y (595 32 D9 (o0 Jog yigy 4 1,15 (B9
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@ V] Hide Passwords W (3)
teraces
ndge
PP
Tesh
P ! X
VG r Intedace | Servers Secrets Profiles Active Connections
MPLS r #-]— [ ][] [&3] [7] | 7PP scamer || 7PTP Server || 5T Sever || L27P Server || VPN Server || PPPoEScan | [ |
Rotng | | [Name /[Tipe lomry [T [Re  [TxPac..[RePac..Tx Drops [RxDrops Tafros [RxBros|  [v
S DR ¢b<pppoe-ehsan> PPPoE Server S686kbps 1405Kbps 15 11 0 0 0 0
Queues
Fies
Log
Radus
Tools P
New Temina
ISDN Crarnels
KM
Make Supout rf
Menual
Ea
Themouof 6

oS iy 35 Pool Sy Remote Address ol asly 0l gl owl (g8 i 515 wily 3l 5 b oy slasi ,51 (b, o2l 59

oS g0 Ll 1) POON ool 5U (ggie 5 51 9 IP 4y 35 ol (soie 31 51001 (6
oS o0 oLl [y 3 0010 b CoMS &y pudles o0 a5 IP &y : Address

Addresses: |192.168.10.2-192.168.10.100 B
Next Pool: |none El -
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: Profile slx|
oS o0 Sl Add (59, s Profiles i
0T puioly 4ol DNS Server s ;o 45 g 3. pu ol [y 1385 Gy yx 45 s Pool w5l Remote Address caoud ;o

.ﬂ.:." oolasw! C'.O’).».’H‘ ‘SLHQ J° Public ‘Slh)’).w DNS )" M"g 0 SHge u.:‘ )-hé J° W J)‘, ‘) oT IP

erace PPPOE Servers Secrets | Profies | ctve Connections
[e]=] (=] [¥]

/ |Local Address

PPPoE-Profile 192.168.10.1

General |Protocols ~ Limits

Nome: (R |

Local Address: (192168101 | % | &
Remote IPv6PrefixPool: | |w
DHCPVEPDPo | |w
O —
B E—
e
T —
ONSSever 2328 |8

[4224 |&

WINS Server: -

Change TCP MSS -
@ defautt Cno Cyes

byl L8 al> 4o yo 45 Llgyw L ol |, Default Profile g cs,5 Sds Add s PPPOE Server iy 3l asl ow al> po 4o
P iVl 9 R XN h ) SN O ) )
e 518 20,8

i ]

Max MRU: 1480
T —
Keepalve Tmeot: (10 | &

[ ot ot oot 13|

LI One Session Per Host

Max Sessions: -

vl pap vl chap
v mschapl v mschap2

enabled

A0
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: bUser ¢l Acounting oy y=i
Bgy b iy Iy Profile g wus o <y y5 1,15 (gly 0 y9mm 5 aud )3 oid b oy 3l g 00,5 s Add (g9, » Secrets i 3
i 5158 30,8 slow | L 5l a8

pppoe

Interfaces
Bridge
PPP
Mesh
P

IPv6
MPLS
Routing
System
Queues
Files
Log
Radius
Tools

v
Profile: |PPPoE-Profie \["l
localAddess: | =
RemoteAddess: |  |w
Remote IPv6 Prefoc: Y
O —

Lim Bytes In: v
T —

enabled

g
:

g
{

: oS 8 ,lg Remote Address cuoud ;o 1) IP ol 315 IP Valid cuwlgs 1o 5,5 S0 ) ausSn

AR
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Remote cuound ;o 1) 1 IP ol ouiled (cod 1500 01 Cawlys 10 IP iy S U g cuisls IP Valid (o ois Cawlgs jo )5 511 Y ausn
oS 0 3 lg Routes cwowd (o [ L IP iy (pl Wb g oS 5,19 Address

[]le]

10.1.11 20111

Name: of

Password: [~ 4 | Cancel
Service: |pppoe [=]

Clerl:[ v
Profile: | PPPoE-Profile I=]
Local Address: v
RameMdm:!—/A
RemoelPvéPrehc [ |~

Roua:AI

g |
Y

enabled

3,15 cuxs I Profile 4 cuwi Routes g Remote Address : ¥ ausGs

i 4 B SO o yiwd sl Nat slx|

Chain:
Src. Address: []192.168.10.0/24
Dst. Address: |

Protocol: [
Src. Port: [

Dst. Port: [
Any. Port: |

In. Interface: |
Iou.nmce: [ |ether3

Packet Mark: |

C Mark: |
Routing Mark: |
Routing Table: |

Type: |
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g
§

Inty

Bridge

PPP

Mesh

IP

IPv6

MPLS
Routing
System
Queues

Files

Log

Radius

Tools

New Teminal
ISDN Channels
KVvM

Make Supout.
Manual

Exit
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PPTP VPN Server : x5890 Jad

VPN(Virtual Private Network)

010 41,8 ooliiwl 350 Sl yo VPN Server o ylge 4 (lei (o0 |y S g S

Tunnel ;1598 0 5,8 (Secure Tunnel) ol G < Vpn Server « Vpn Client ;1 ;7 buwgs 45 cowl guisly8 IS 55k Vpn
Connection (y (4355 31 0dld v s (! 31 9 S 0 Sl 1 1y ol BLS 1 S VPN Server 4 coudls 51 g 5lo asials bl G wiilo
Wil o S

SO 50 JUwo Heta ) wll 490 Vpn Server 10 g (ol Lan oG o) aib Vpn Server cGo3 o Ldlyie Bl 1 wilgi oo coodS
g 50 )l B CoNnection iyl yiuws 595 3 Wl bl (55158 sl Sl cul 30 o5 (Wbl (6,550 ;505 b 9 e

Q1S o yiwrd (650 Zab 4 wilgny Ll cilizie la duxd 45 WS o ooliiml Egdge cpl Glp VPN (5065 51 b oS pd
ol e b e Jlo ¢ il 4LB15 395 (5150 (ygmnlagil 59 4 ¢ S 2 Sy (535 y0 A 55 4T WS B Jle yolay il
S eoliiwl b ¢l 3IVPN JUait 651,85 b oilgi (oo ddwd (635 g0 s I 15590 o Ll 2 Blxd 3l oS s

:0gud g3lw ooly Alise o JSigy 3l ooliiw! L VPN yo Tunnel

PPTP

L2TP

IPIP

EOIP

GRE

-9
o2 18 ooliiwl 890 Sl Tunneling JsGg s asl 59w g ST < 390 41,8 10 (b bLS 4I) L Connection (ol asCyl gl

S o ey ST gy opl ¢ SIS 4 aolsl o

VVVYVYYVYY

PPTP (Point To Point Tunneling Protocol)

&9 sITunnel axils J)le 4.058 oo ooliiwl b ools Encapsulation sl (Point to Point Protocol) PPP G g,y 5| PPTP
WDgs o0 00l 8 9035 (20 1,8 PPP aius (49,0 W 001d ¢ ulily (judds 4y yudii b alali 4 alaiii) PPP

il o PPTP SGg (53w 00l g ybms ol 31 S £ ) g9y L

Point To Point Tunneling Protocol

ether1:Host Only

For Conneﬁt“To R1 Internet

R2
ether2:200.1.1.2 (S %l

Lan Segment-2
200.1.1.0/24

ether3:200.1.1.2

ether2:192.168.10.1 ether1:Host Only - 4 Lan Segment-3
For Connect ToR2 J ™~ 100.1.1.0/24
Lan Segment-1 R J \ R
192.168.10.0/24 - < 7 S ~ ethel,?."J
'\\53 0, 115
» Z) ether1:Host Only
Ve,
PPTP Tunnel @ For Connect To R3
| ether3:192.168.20.1
VPN Server Lan Segment-4
192.168.20.0/24
LAN-2
1P:192.168.10.2 192.168.20.2
GW:192.168.10.1 GW:192.168.20.1
N 98

N

\Y¥
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(R3 yi9,) b yrmo 4 PPTP JSTg yy 3l oolistwl b alails 4y alalls & jgu &1 pol JULT Sy & ol @250 51 325« 925,L00 (50
Ll aplgs o piwd (LAN-2) duado oo a5l a4y Ga5b (w31 9 008 o0 518 9 ;K00 Al j0 9o 90

g,y S b )5 & IP Clusl

R1 ).'5)
|

°200.1.1.1/24 200110

Address <192168.10.1/24> Ad: 20 2
Address: |192.168.10.1/24 200.1.1.1/24
Network: |192.168.10.0 - Network: |200.1.1.0 A

Interface: [ether2 B2 Interface: [ether3 =] ¥

1SDN Channels
KVM

Make Supout rf
Manual

Bxt

Interfaces
Wireless
Bridge
| B i
Mesh 100111724 100.1.1.0
P P 20011224 2001.1.0
IPv6 »
MPLS » ; B
Fouma 1 s
| System ¥ e R Address: [100.1.1.1/24
Queues CCT Network: [100.1.1.0 a
e o N S
Log
Radius
Tools p
New Teminal
ISDN Channels
KVM
Make Supout if
Manual
i o =4

VYO
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100112724 100.1.1.0 ether2
192.16820.1/... 192.168200  etherd

Address <100.1.12/24> {=[E3] dress <192.168.20,1/24>
System
Address: 1100.1.1.2/24 Address: |192.168.20.1/24 0K
Fies Network: |100.1.1.0 - Network: |192.168.20.0
Tag rteface: [he2 |3

=
o
o
i i e 2 e 5

:R1 ,ig, ,o Default Route iy y»5

Routes | Nedhops Rules VR

EBIIII

| Gateway
DAC P192163100/ ether2 reachable
DAC P200.1.1.0/24  ether3reachable

Dst. Address: [0.0.0.0/0
Gateway: [200.1.12

Check Gateway: I

Type: |unicast

Distance: |

Scope: |30
Target Scope: |10
Routing Mark: |
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:R3 ,o Default Route iy ,=5

8 e =1 HH )
) V) Hide Passwords [ ()

;‘;’r Foe L. ‘

o Routes | Nedhops Ruks VRF.

PPP

Mesh

P P

IPv6 X

MPLS P

Routing ¥

Syden S Dst. Address: 0.00.0/0

e Gateway: [100.1.1.1]

Fies o T

= Gateway:

Radius Type: Itncas!

Tools P Distance: |

New Teminal Soope: | 0

ISDN Charnels

- Target Scope: |10

Make Supout f Routing Mak: |

Manual Pref. Source: |

Bt

Tools

New Teminal
ISDN Channels
KVvM

Make Supout rif
Manual

Exit

e (S5 | P bt e

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 40 Nat ol

Firewall
Fter Rules NAT | Mangle  Service Ports  Conmections  Address Lits | Layer? Protocols |

[#][=] | = Reset Counters || 00 Reset Al Courters |

# |  [Adion |[Chain |Src. Address |Dst. Address |Proto...|Src. Pot | Dst. Port |In. Inter...|Out. Int... | Bytes

General | Advanced  Extra] Statisics x|
Chain: |srenat IE3 Cancel

Sre. Address: [ 1[192.168.10.0/24 | & Aoply

Dst. Address: |

Protocal: |
Src. Port: | |+ Copy
Dst. Pot: [ |+ Remove

| - | ]
In_Interface: | | Y| [ Reset Al Counters

|m-hefao=: O N+ | -

Packet Mark: |
Connection Mark: | |
Routing Mark: | |»
Routing Table: |

jon Type: |
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Fiter Rules NAT | Mangle Service Ports  Connections | Address Lists | Layer7 Protocals |

[#][=] [#][32] [&] [7] [ Reset Courters |[ 00 Reset Al Courters |

# | |Action |[Chain |Src. Address |Dst. Address [Proto... [Src. Port  |Dst. Port |In. Inter...|Out. Int... [Bytes

New NAT Rule

| Advanced | Bxtra| Action ] Staistics

JUail (gl « abgi o Slonkisd (s 9 oS Jled T (59,52 1) ersld ol sl Jgl e yo VPN Server & g So Jrod' sl
oS (o0 e 1 sg e 4 Ol

:PPTP gy s5lw JL2

9 ol |, PPTP Server & 55 Interface < 3l ooy 30 0 ey 50 00,5 Glsiil [y PPP Lol (g900 31 (s g o (0! (3w Jld (51 0
) oo |y Enable &y 35 oo

Hide Passwords

| interace | PPPOE Servers | Secrets | Profles | Active Conniections
e [ 7] | PP Scamer || PPTP Server | SSTP Server || L2TP Server || OVPN Server || PPPoE Scan | [0

Name | Type 2MTU ™ |Rx | Tx Pac... |Rx Pac...| Tx Drops | Rx Drops | Tx Errors |Rx Errors

wRRU: [
Keepalive Timeout: _E _ -
Defaut Profie: |defautencryption | ¥ |

“ Max MRL:

New Teminal Clpp O chap
ISDN Channels mschap1 mschap2
KvM

Make Supout sif
Manual

Edt

VYA
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}‘P' ‘SLQ)L’o‘&n D9 M ¢ [SV-R) < 43‘)‘ .9 a ‘) bl.f.')‘ 6)‘)3)-3 Cﬁﬂ"é}& ¢ 6-6.’3{5 W ‘n.\.}‘.!' tunnel éjLw OOL’% 6‘)-3
gt (o0 518 BLI 513 lg0 (ol Como Gy ual g0 5 9 LT (0 oy |y Wbl (0 Hee 30y 9 (53,1 pU Jold 45 b i g
P plal 1) Al (oo 25 35190 Joldh 45 59 puw 4 bgr yo Olondiid wuly dmy alo 50 53 (s

9 99 Juaio dualio 4Suls 43 Wilgi g0 (3T 1 yb 31 SIS 45 (5 puime IP L 00litunl 3550 JSTgyy ¢ pize y9u8 305 9 (530 U o e
B (o0 0318 ol T 4 ¢ cuMNS Jlail 3l wr a5 GIP cpizren
S 0 asminn [y VPN Server 4 ol y )5 Jlail 1w 5 izo jaue 30, 9 552, ob: Name And Password .
oS o0 il 1y Wigs Juasio VPN SErver 4 o buwgs wiilyi (o0 b caudls a5 SS9y : Service .Y
Al A1 03gummo dy byt po aSls WS ol 31 yb 31 b CoS A (uiS c0 astieo Caond ol jo : Local Address .Y
g Lan sylg T 59 b 31 L i pudlgd (o0 45 |y Sig 5o 31 (g1 4t &y5 1P jlae an.uibls aidils o s Lan
adinn 1y 39 o0 0315 Ll VPN Server 4 Jlai! jl oz caudls & a5 6P (w07 coomnd (01,0 : Remote Address  .f
deadio a5l 31l (gl odguo I p g Wl duade Al 00gumo I Wilsl (o 2 IP ol pedS (0

00 591 dualo a5l (5930 Iy ST 45 Cawl ] Wisle dgus ol duadio a5y GWIP sdguze 31 1) yiolyly ol & 5 yguo 5o @ At

e PPPOE Sevrs [ Seces | Pries - Acive Comnecions
7]

Name  /|Password |Sevice |[CallerlD  |Profie |Local Address |Remote Address |
s potp defaut 15111 16112

ehsan

Name: |ehsan
Password: |~ -
Seicsifopp 3]
Caller ID: v
Pofie:[idak  [3]

Local Address: |15.1.1.1 -
Remote Address: |15.1.1.2 a
ISDN Channels oo P v

KvM

Make Supout Fages v
Manual

o Y —
Y —

[enabled

L S Wlenkiss

a0 50 IP S 45 g9 )l Gubo
S 18y LAN-2 4l b LS ) joid Gloalidd (I b, slxial U
DA 3 ) yeanno &3 501 (61 eSSl | VN Connection oG wul coodS w0

Control Panel > Network and Sharing > Setup new Connection or network >

AR
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O

Control Panel Home A A 3 A 5
L2 o View your basic network information and set up connections

Change adapter settings @ # x» 0 See full map
f;:i:g: Ahepced aeg LANSEGMETL-PC Network Internet
3 (This computer)
View your active Tk Connect or disconnect
Network Access type: No Internet access
Public network Connections: @ Local Area Connection
Change your king settings

4 Set up a new connection or network
o Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
te
Diagnose and repair network probl or get troubleshooting inf

See also
HomeGroup
Internet Options
Windows Firewall

@fy ?ﬁ » Control Panel » All Control Panelltems » Network and Sharing Center v |‘,| [ Search Control Panel PJ

I Panel : . . . .
sopaifoce View your basic network information and set up connections

Change adapter settings See full map
ge advanced sharing
settings
Choose a connection option
Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.
; Set up a new network
«a, Configure a new router or access point.

Set up a dial-up connection

Connect to the Internet using a dial-up connection.
See also
HomeGroup
Internet Options
Windows Firewall

A
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|_"_'£ » Control Panel » All Control Panel ltems » Network and Sharing Center v I 5 | | Search Control Panel pel l
Control Panel H . . x . . ®
it View your basic network information and set up connections
Change adapter settings / . See full map
Change advanced sharing
settings
View yo| G l o
i How do you want to connect?
2 Use my Internet connection (VPN)
Change Connect using a virtual private network (VPN) connection through the Interet.
< Dial directly
Connect directly to a phone number without going through the Internet.
What is 3 VPN connection?
See also
HomeGroup
Internet Options
Windows Firewall
=l@=)
v ; » Control Panel » All Control PanelItems » Network and Sharing Center v | 4 l I Search Control Panel p |

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

See full map

Viewyo| (B i Comectos Workplace
i Do you want to set up an Internet connection before continuing?
An Internet connection is necessary for using a VPN connection.
Change|
5., % Setup anInternet connection
" 9 I'll set up an Internet connection later

V¥
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S o0 9,15 1, Vpn Server (IP o1 : Internet Address

m @|% » Control Panel » All Control Panelltems » Network and Sharing Center v I 5 I l Search Cratrol Panel P |
Control Panel Home s 3 3 x 3 0
sl View your basic network information and set up connections
Change adapter settings See full map
Change advanced sharing
settings
Type the Internet address to connect to
Your network administrator can give you this address.
Internet address: 100112
T
Destination name: ‘ PPTP-VPN|
Use a smart card
@ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
Don't connect now; just set it up so I can connect later
See also
HomeGroup
Internet Options
Windows Firewall

@v i » Control Panel » All Control Panel ltems » Network and Sharing Center v | 4 | | Search Control Panel P |
Control Panel H x . . . . ®
SRS View your basic network information and set up connections
Change adapter settings See full map
Change advanced sharing
settings
Viewyl
Type your user name and password
User name: ehsan
Chang
Password: 123
Show characters
[V Remember this password
Domain (optional): |
See also
HomeGroup
Internet Options
Windows Firewall

VY
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S Sls’ Connect g9, p 9 Cawly SUS o0l sl | Connection g5 »

@ » Control Panel » Network and Internet » Network Connections » v | +5 l | Search Network Connections
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection S 4
Local Area Connection "~ PPTP-VPN
Network Disconnected
@7 Intel(R) PRO/1000 MT Network C.. WANMinipd —  connect |
Siate
Set as Default Connection
Create Copy
Create Shortcut
@ Delete
# Rename
@ Properties
r I)
'
v@ » Control Panel » Network and Internet » Network Connections » v | +4 | | Search Network Connections L |
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection ﬁ:: v [ o
| Local Area Connection ~ | PPTP-VPN
Network L Disconnected
& Intel(R) PRO/1000 MT Network C.., WAN Miniport (IKEv2)
e

User name: |
Password: [To change the saved password, click here]

Domain:

[¥] Save this user name and password for the following users:
© Me only
@) Anyone who uses this computer

VFY



9 09w (o0 448 LaN-2 aslls b oo bLI 1 o ,s Sl connect ggy p a5 Gloj wusS o0 oolglin ) e j0 45 H5b lon
g o0 adad Lan-2 b bl ,l s disconnect a5 b

» Control Panel » Network and Internet » Network Connections »

€IOM

Rename this connection View status of this connection

[ PPTP-VPN
|
S5 PPTP-VPN

Disconnect this connection

Organize v

v‘(«"i Search N

Delete this connection  »

o [ &)
o
1 @

S PPTP-VPN Status

Network Connection Details =
Network Connection Details:
Property Value
E® C:\Windows\system32\cmd.exe | |[-= @ Comecton soechic DN,
= i : ! Desciption PPTP-VPN
Microsoft Windows [Uersion 6.1.76011] P | Add
Copyright (c) 2B0% Microsoft Corporation. All rights reserved. hysical eSS
DHCP Enabled No
C:\Users\LanSegmet1>ping 192.168.208.2 1Pv4 Address 15112
Pinging 192.168.28.2 with 32 hytes of data: IPv4 Subnet Mask 255.255.255.255
Reply from 192.168.208. bytes=32 time=8ms TTL=127 |Pv4 Default Gateway
Reply from 192.168.20. 2 time=2ms TTL=127
Reply from 192.168.20. v 2 time=2ms TTL=127 IPv4 DNS Server 15111
Reply from 192.168.20. bytes=32 time=2ms TTL=127 IPv4 WINS Server
Ping statistics for 192.168.20.2: NetBIOS over Tepip En... Yes
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss). Linkdocal IPv6 Address  fe80::8¢f5:80%:457d efb8%22
pproximate round trip times in milli-seconds: |Pv6 Defaul Gateway
Minimum = 2ms. Maximum = 8ms. Average = 3ms
IPv6 DNS Server
IC:\Users\LanSegmet1>_
l Close
o || B
@‘\/v‘ ® » Control Panel » Network and Internet » Network Connections » v‘v’}‘ S et g §e)
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection v il @

Local Area Connection PPTP-VPN

L

C:\Windows\system32\cmd.exe

C:\Users\LanSegmet1>ping 192.168.20.2

Pinging 192.168.208.2 with 32 hytes of
Reply from 28B.1.1.2: Destination net
Reply from 200.1.1. Destination net
Reply from 200.1.1. Destination net
Reply from 208@.1.1.2: Destination net

Ping statistics for 192.168.208.2:
Packets: Sent = 4, Received st

data:

unreachable .
unreachable.
unreachable.
unreachable .

= @ (Bz loss).
C:\Users\LanSegmet1>_

w205 oy [y PPTP G oy 35 5b 51 VPN Server 4 coodls S Jlail hgy g2 ybw () 5o

VFY
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009y o) y0Nigl uatio ;50U 4 widlgiy o aSl 90 PPTP JSGg 3 51 oolisiw! b a5 0udd (o0 158 (w0 0590 [y (oigy anlol jo
g g0 )18y a0 gl aSd L)l g wigdd g0 Juaie ;X008 4 VPN 315k 5l 4 99 sl i)

il oo PPTP S5 gy 31 yb 51 Site To Site i (s3bw 00l g2, o oy sl in = T g9 sl

Lan Segment-2
200.1.1.0/24

ether1:Host Only
For Connect To R2

Lan Segment-3
100.1.1.0/24

ether1:Host Only

ether1:Host Only
For Connect To R1

For Connect To R3
ether3:192.168.20.1

PPTP Tunnel

ether2:192.168.10.1

Lan Segment-1

192.168.10.0/24 Lan Segment-4

192.168.20.0/24

' VPN Client VPN Ser\/;ér

LAN-1 LAN-2
192.168.10.0/24 192.168.20.0/24
GW:192.168.10.1 GW:192.168.20.1
Branch Office Central Office

:n*if‘so‘sw)).g Iy 33 926w PPTP SS9 5l sslaw! U Site To Site Giw ool iy

aSels GLIP Sguzmo 5IIP Valid <y )9 5w (2l 3,15 9929 (510! (ygamlogil 59 pw Sy &8 5 Sy (535 0 dnrd 55 9iS (558 JUio yokas

Olod 31 eoliiwl L)wigds Juaso ygpuw oyl ay wiilgiy 3 €8 ol (gL darls Ay 50 39290 S O plgs azilizy oyls (JASls
oS o0 oolaw! Site To Site oS 51 (Invalid IP

gy aSd b @5 4 IP Gl

| Safe Moge | Fhde Pacswords | &1
P rteaces =
Address List x

Bridge
PPP +| = El Bng
Most Address | Network. |Interface IRs

192.168.10.1/.. 192.168.10.0  ether2
P r %200.1.1.1/24  200.1.1.0 ether3
IPv6 ~
MPLS r
Routing r Address <192 168.10.1/24 [=]|E3
Syetem > Address: oK Address:
Queues
= Network: |192.168.10.0 - Cancel Network: |200.1.1.0 -
= ntedface: [etherz  [[®] [} aopty | interface: [ethers 3]
Radius Disable
Tools & Comment
New Terminal
ISDN Channels ory l
i Remove
Make Supout rif enabled enabled
Manual
Bxit

VYo
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BE T
Interfaces
Wireless Address Lis [=]|E3
| P #]-] [o][x] (=] [v] s
| Address 7 |Network [Intexf 14
Mesh 100111724 1001.1.0 ether3
P P 20011224 2001.1.0 ether?
IPvé N
MPLS " ddress <200 [=]|E3
= N o] x
— Address: (20011224 ||| ok
System r Address: oK
” Network: 200.1.1.0 - Cancel
Queues W G Network: [100.1.1.0 a
ace:
Fes R | iiatace: [ahes [
Log 5
Comment
Tools N
New Teminal Copy
1SDN Channels Remove
KM enabled
Make Supout if enabled
Manual
B e
M
|
|

Address List
[vI[=] [=] []
|Address [ Network [intertace

10011224 100110 ether?
G°192.168.20.1/... 192168200  etherd

Address 100.1.1.2/24> 2
Address: [100.1.1.2/24 Address: [192.168.20.1/2
Network: |100.1.1.0 a Network: |192.168.20.0 a

4

A4



New Teminal
ISDN Channels
KVM

Make Supout sif
Manual

Exit
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:R1 ,ig, yo Default Route iy y=5

DAC [P 192.168.10.0/... ether2 reachable 0 192.168.10.1
DAC P200.1.1.0/24  ether3 reachable 0 200.1.1.1

Dst. Address: (0.0.0.0/0
Gateway: |200.1.1.2

Check Gateway: I

Type: |unicast

Distance: |
Scope: |30
Target Scope: |10

Routing Mark: |

HRROAGE

=l == =l =

:R3 ,o Default Route iy y=5

Dst. Address: 0.0.0.0/0
Gateway: [100.1.1.1]

OleckGaeway:I

Type: Itncas!

Distance: |
Scope: |30
Target Scope: 10

Routing Mark: |

Pref. Source: |

VYV
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Wl Al o s Gyl 4y b CludS asCy! 61 R1 4igy 50 Nat olx!

Fter Fules NAT | Mangie  Service Ports  Conmections  Address Lits | Layer? Protocols |

li’ |§Z Reset Counters ||00 Reset All Counters l

e a8

jon Type: |

el - [Adion [Chan |Src. Address |Dst. Address |Profo...|Src. Pot  |Dst. Port |in. Infer...|Out. It...|[Bytes _ |Packets || v
P
IPv6 r
MPLS r
Routing J5
System r Sre. Address: [ 1[192.168.10.0/24
Quenes Dst. Address: |
Fies
Log Protocol: |
Radus Src. Port: | |+ Copy
5
Jooke Dst. Port: | |+ | Remove
New Teminal
ISDN Channels L [~ | [ Reset Courters_|
KM in_ nteface: | L [ Reset Al Counters
Make Supo |°ul»|rm!'\‘a°e:|:lEIA
Manual
Bt Packet Mark: | |+
Connection Mark: | |~
Routing Mark: | |~
Routing Table: |

ol
Fiter Rules  NAT [m)m?«u]wlmm\ Layer7 Protocols |

[#][=] [«][x] | 7] [ Reset Courters || 00 Reset Al Counters |

[Fos_Jo_Js]

# |Action |Chain

|Src. Address | Dst. Address |Proto...[Src. Pot  |Dst. Port  |in. Inter...|Out. Int... |Bytes

Packets v

New NAT Rule

General || Advanced | Bxra| Action]| Statstcs |

Action: [+ |

YFA
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Wl Al s Syl 4y b CludS asCy! 612 R3 4igy 50 Nat olx!

Interfaces ewal [=]|E3
Wireless FiterRies. NAT |Mangle | Senvce Pots | Connectons Addres Liss | Layr7 Potocols
Bidge = =
=) 7 [ o
#] [acion [Ohan [Src. Address [Dst.
Vesh General |Advanced  Bxtral Action |Statistics oK
P P Chain: k2 Cancel
IPv6 p Sre. Address: [1[192.168.200/24 |2 Aoply
MELS I Dst. Address: | B
- =
System » Protocol: | > Commert
Quetes Src. Port: | |» Copy
i Dst.Parl:[ |v Remove
Log
e Any. Port: [ [ | [ Reset Courters
= F In, nteface: | |7 | [ Reset Al Courters
New Teminal | Out. nterface: [ether2 3a
Dtems

SDN Channels
o Packet Mark: | |~

‘ Make Supout Comedeak| |'
Manual Routing Mark: | v
Ext Routing Table: | |»

i ComedimType:| |v

i

enabled

Wiless FiterRues NAT |Mangle | Sevice Pots  Comections  Addess it Layer7Protocols|

e [#][=] [[] (5] [¥] = et con - T

#] [Adion [Chan  [Src. Address [Dt. -
Mesh General| Advanced Bxra | Action | oK

Aeton: T + |

=
3
I
—e=| = | ==

Oitems

ISDN Channels
KVM

Make Supout if
Manual

Ext

&
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:R3 yg, ;0 PPTP Server gy gilw Jled

Nm \Type [2MTU [T |Rx

Max MRU:
MRRU:[ v
Kespalve Timeot: -
Defauk Frofe: |defaut encyption |3
New Teminal [ pap [] chap
ISDN Channels mschapl Vi mschap2

R3 59y 30 y9,mw 43 by po Slowliss

m}m«es«mm[-mm1

[#][=] [7][] [a] [7] [P sttt e

Name  /|Password |Service |CallrlD  |Profie |Local Address |Remote Address |
ehsan oot defat 1721611 1721612

Name: |ehsan
Passwod: (™ |a
Sevoeppp %]
CllerD:| ¥
Pole: gk [3]

Local Address: [17216.1.1 -
Remote Addess: |172.16.1.2 -
Remote Pv6Pefic |  |v
e
T
o [ v

|en#ed

VO
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:R1 ,5g, ,5 PPTP Client .;Lw Jld

1, PPTP Client ouis 3L go0 4 3l 9 08,5 Sds Add (g, » Interface i ;1 ous b 0 2y 31 g @bl 1y PPP Lol gg00 I

oS o0 ol

iterface | PPPOE Servers Secrets Profies  Active Comections
mq ||| (=] || | PP Scamer || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPoE Scan |
PPP Server louu o [Re  [TxPac...RxPac...Tx Drops R Drops Tx Erons [Rx Emos
PPP Clent
PPTP Server
PPTP Clent
SSTP Server
SSTP Clent
L2TP Server
L2TP Clent
OVPN Server
OVPN Clent
PPPOE Server
PPPOE Clent
ISDN Server
1SN Cllnt

Utemsodors

TR TN

gt
i

f
{

Max MRU: | 1460

MRRU: |

Vo)
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oS (o0 O y1g 1y il 45 (60 ygmws 9 iy 99 9 PPTP Server ( IP v ,oT Connect To cuwwd ,o Dial Out <5 4o

]

Iteface | PPPOE Servers Secrets Profles Active Connections
[#=][=] [ ][] [c1] [ 7] | PP Scamer || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPoE Scan |
[Name  [Tpe [2wu [’ JRx  [TxPac...[RxPac..Tx Drops |Rx Drops T Erors [Rx Emors |

New Interface =1 £
General | Dal Out | Status  Traffic oK
Connect To: | [ETRRE]

User: |ehsan
Password: =
Profile: |defautt-encryption

Mesh
P

IPv6
MPLS
Routing
System
Queues
Files
Log
Radius
Tools

[ Dial On Demand
[ Add Defaut Route

|V chap

iR3 yig; 0 b it (2L o

ﬂ.&.‘ «° é)" ‘) KWE-1Y M uﬁ)éi Coumd U"J )9 Dst.Address

‘JLAS' }‘ oy 6}'@0 Oy as @ﬁ)é"‘.n.n.‘us «® é)" ‘) Vpn Client LRt Jo,g).o 6}@0 4&9.:0 0)‘5 ud)é’i Cound U"‘ o Gateway
g o0 0318 plazs| T 4 Vpn Server 4

| Distance 1{R¢m.guak [Pref. Source || ¥

0. 100.1.1.1 reachable ether2
DAC P 100.1.1.0/24  ether2 reachable 0 100.1.1.2

3 [reachatc appshoam: ]

Check Gateway: |

Type: [\ncaﬁ

Distance: |1
Scope: |30
Target Scope: |10
Routing Mark: |
Pref. Source: |

Yoy



R1 g, 50 b aswy (b yunno

) || (4| | Safe Mode v/ Hide Passwords
Interfaces
Bridge
PPP
Mesh
P G|
1Pv6 Routes | Nexthops Rules VRF
MPLS |- 7 al | ®
Routing = s
Al Route <192.168.20.0/24>
System oiC | g
|
Queues DA bl 0K
Fles o Dst. Address /2] Cancel
Log Gateway: |172.16.1.1 ¥ a Apply
Radius 2 2
Took Check Gateway: v Disable
New Teminal Type: |unicast ¥ Commert |
ISDN Channels Copy
Distance: |1 -
KM = Remove
Make Supout f e |00
Manual Target Scope: |10
Ext Sitemg  Routing Mark v
Pref. Source v
enabled active
o || B[ ER
@\ /‘v‘ & » Control Panel » Network and Internet » Network Connections » v i&, [ s Co jol
Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection ~ » d @
l: Local Area Connection k PPTP-VPN
~ S pi
Internet Protocol Version 4 (TCP/IPv4) Properties [T |'sR

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

¥ C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760811
Copyright (c)> 20889 Microsoft Corporation.

All rights reserved.
C:\Users\LanSegmet1dping 192.168.20.2

Pinging 192.168.20.2 with 32 hytes of data:
Reply from 192.168.20.2: hytes=32 time=1ms
Reply from 192.168.208.2: hytes=32 tim ns
Reply from 192.168.20. bytes=32 tim ns
Reply from 192.168.28.2: hytes=32 time=2ms

TTL=126
TTL=126
TTL=126
TTL=126

Ping statistics for 192.168.20.

Packets: Sent = 4, Received = 4, Lost = @ (87 loss).
Approximate round trip times in milli-seconds:

Minimum = ims, Maximum = 2ms. Average = 1ims

C:\Users\LanSegmetl>

Obtain an IP address automatically
@ Use the following IP address:

IP address: 192.168. 10 . 2
Subnet mask: 255,255 .255. 0
Default gateway: 192,168 . 10 . 1

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

| Validate settings upon exit T ‘

Lok J[ conce |

YOy



@\/v‘ ) » Control Panel » Network and Internet » Network Connections » v ‘ 4 I C P
Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection 1l ®
Local Area Connection
e IT Network
Internet Protocol Version 4 (TCP/IPvd) Properties 2=

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Microsoft Windows [Uersion 6.1.76011] e e ey

Copyright (c) 2089 Microsoft Corporation. All rights reserved. © Use the following IP address:

C:\Users\LanSegment>ping 192.168.10.2 IP address: 192.168. 20 . 2

Pinging 192.168.10.2 with 32 hytes of data Subnet mask: 255,255,255, 0
8.10.2: bhytes=32 time= IBm" TTL 126
Default gateway: 192,168 .20 . 1
time 2m<‘
Reply from 192.168. 1B 2: byte*“32 time=1ms

Ping ..tatl..tlc., fDl 192.168.108.2:

Pack Sent = 4, Received = 4, Lost = @ (Bx loss).
ﬁpp»oxlmate round t1~1p times in milli-seconds:

Minimum = ims. Maximum = 1@ms, Average = 3ms Preferred DNS server:

@ Use the following DNS server addresses:

C:\Users\LanSegment>

Alternate DNS server:

Validate settings upon exit W'\

‘ OK H Cancel "

! o0 )|)§).3 PPTP J&»g‘u ‘5.’)]9 3l Site To Site [SEpyw-T} Al 9o O Ll

Vo¥



L2TP VPN Server : x5 juww Juad

&y cdlg ;o g gaSuwnmw p 3 Jool> a5 39l o0 ax5 Ll L2TP ylgsc cxi Layer 2 Tunneling protocol b & ¥ ¥ Lgi JsGg
P90 @ ol (o0 Wged leie 401 (o0 00 PPTP &y G (g yiudien (ol b (S529 51 L2TP.L (oo 5 (ol JLaiT icils
SO IL2TP frcomon.0,S o,Lil (ylai (oo Cawl o 0uilS L2TP (0 g 0 (o0 0 50 (5185 30 55 ouuzem s v 59! 31 a5 IPSec
oSl g CaVFA JSTg 3 ol (6,185 30, & 5.0 50 (0 0 542 o2 Pre-Shared Certificate U ool ailds ' pil 4 iy 51 4ol o21g
0,18 35 o > 5o 90 4o b 45 cowl 3DES ]

g oo o3liiwl b ools Encapsulation sl PPP JSGgy I PPTP uiilos 35 L2TP

il oo L2TP S5y 51 03lisaol U 1 o 45 &) gD itancsns L 5l 2925 92w (ol (g 51 n & ) g9 3L

L2TP Over IPSec

Lan Segment-1
192.168.10.0/24

Internet ether2:192.168.10.1
im —
: z :
/| v, ether1:Host Only
—— L2TP Tunnel @ For Connect To R1
e ] e
' Y W, ether3:192.168.20.1
72
VPN Server
IP:192.168.10.2
GW:192.168.10.1 LAN-2
192.168.20.2

GW:192.168.20.1

S8
)

45Ul L2TP Over IPSec (ylgic 4y g 998 (o0 (53w 00ly IPSEC JSGg 0 b (538 sy & yguo 49 L2TP bLJ 1 joucu g Jole poivwnmw o
6992 L2TP SS9 (s 398 (55l 0Ly IPSEC JSTg 1 ol foial bl aitols 59uin g Jos i Coa S azilizr (] oo (o0
gl o0 g3l ol y IPSEC i

9 oS (0 5l 8,0 ALl 50 092 90 Sl yumo 4 L2TP JST g 5 31 ooliw! b s opol JUI S o s ] Gy 51 52,5 ¢ g0 500 o] 50
Lol aalgs  ow yiwd (LAN-2) wado oo a5l a1 39,0 (! 3

Wiy, a5 b @)l5 & IP ol

:R1 g,
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| [][%] [=] [¥]
Address + | Network nterface
w192.168.10.1/.. 192168.100 ether?
192168201/ 192168200  ether3

2y 4 B SO o i sl Nat sl

i tra [ Acton | Satsis

Chain:
Src. Address: []192.168.10.0/24
Dst. Address: |

Protocol: |
Src. Port: l

Dst. Port: |
Any. Port: |
In. Interface: [

|om. interface: []|ether3

Packet Mark: |

Mark: |
Routing Mark: [
Routing Table: |

Type: |
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:LT2P .9 ‘Sjl.w JL'J
5 @bl ) L2ZTP Server 4 35 Interface i 3l ooy 3b 0 yxiy 50 00,5 ©liil 1) PPP Lol (soow 31 (g yw o (g3bw Jlad (gl
) oo |y Enable &y 35 S

PPPoes-m\ Secrets Profiles Active Connections.
[ ][] =] [ 7] | PPP Scanner || PPTP Server || SSTP Server | L2TP Server || OVPN Server || PPPoEScan | [Fir0
[Name 7 [Type [2MTU [1x I [Tx Pac... |Rx Pac... | Tx Drops | Rx Drops | Tx Emors |Rx Emrors | v

Max MRU:
MRRU: -
Defautt Profile: |defautencption | ¥

¥l pap (vl chap
[v| mschap1 [v] mschap2

a9y 4 g pe Olagliss
oS o0 psinn | VPN Server & oyl 1,5 JLail gl p (6 iz yeus 30y 9 652, ol : Name And Password .0
S o0 S [y Wigkd uasio VPN SErver 4 o gy wily (oo b couds a5 IS5 g, : Service .8
Al 15 03gammo 4y bgy po aSuls )5 plaS 51 4 3 by CoudS 4 (S 0 aStiee Cuound o) 5o : Local Address .Y
Wig Lan o1y T 33 yb 51 das pudlgs (o0 45 1y S g 55w 31 (5 4 5 1P 7 jlae an. 0ol 4ol (o yiws LaN
aSian |y 39 (50 0315 wlwcs! VPN Server 4 Jlas! 5l azy couMS a3 45 6IP )5 cuoumnd (] ,5 : Remote Address A

eadio aSul 31l (gl ooguo I pd g Wbl duate Al oogue l Wilei (o m2 IP (S (0

[#]=] (][] [ PPA.ﬁuﬁcdinn&Aewuﬁu ]

Name  / |Passwod |Service |CallerID Profile |Local Address | Remote Address |
@ehsan 12p default 192.16830.1  192.168.30.100

Name: EE

Password: I"'

Caller ID: |
Profile: |defaut

Local Address: |192.168.30.1
Remote Address: |192.168.30.100

Remote IPv6 Prefix: |

Routes: I

Limit Bytes In: |
Limit Bytes Out: |
[enabled

Yov
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D 399ig slo clydS (sl IPSec sl
Gloalisd g m19) (o0 POET s 005U 02y 9 puiSne LI 1 IPSEC 00y 5 g0 525 51 9 Ll ) IP (Lol (g9 51,041 (sl
2 (0 plml ) 325
oS 50 3,19 1y 3,10 1, Vpn Server ol 4 Jlail ojlal a5 sooMS 1P ol ol )l ow! 4o : Address
Gl dw Coomnd (1] S (0 p5uine |y Authentication Method U (4,5 cugn 51,1 g,y Cuound (! 4o : Auth-Method
1ol

el Sy, Jado g i (o 45 goudS : Pre-shared Key

28 0 plxil [y Pre-shared Key 59, » (5,05 30, Jloc!: RSA-Key .Y

28 0 plxil ) Pre-shared Key (g, y Jluzws baol g 6,185 30, Jloc! : RSA-Singature .Y

MS‘SAO)" ') u\.:lb"so LS).».KL.O %%S)S)Muﬁdséﬁ)mua‘)ésecret
w.».’a: <° uﬂ#&&.& ') 6}Lm )0 M)’i“ P u." Jo Hash Algorithm
oS (o0 s |y L 0015 (5,135 3oy iy 598l Cuound (1] 50 : Enc-Algorithm

0[] [ sde o |

er;

Exchange Mode: |main 12p
| Send Initial Contact
[] NAT Traversal

New Teminal Titem (1 selected) My ID User FQDN:

ISDN Channels | Packing Proposal Check: [obey 2
KvM Pool Hash Algorithm: |sha =
Make Supout if Encryption Algorthm: | des 5]
Mo DH Group: |modp1024 B3
e v/ Generate Policy

Lifetime: |1d 00:00:00 |
T

DPD Interval: | 120 |%]s
Failures: |5

T Sl wlendiss

23 50 IP CapdS & g9 sl b

G 58 LAN-2 Sl b bLS | 590 Clodisd ol b )1 slxul U

1A ) o 4 HIC51 (6l euaS Sl VPN Connection o wul oo ot o

Control Panel > Network and Sharing > Setup new Connection or network >
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)% » ControlPanel » All Control Paneltems » Netwark and Sharing Center « [ #4] [ Search Control Panet

Control Panel Home i A 5 A ~ o
G View your basic network information and set up connections
Change adapter settings @ § % q See full map
f:;:?; ademcsd st LANSEGMETL-PC Network Intemnet
(This computer)
View your active k Connect or disconnect
Network Access type: No Internet access
Public network Connections: § Local Area Connection
Change your king settings
@ Set up a new connection or network
T Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
Connect to a network
- Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
Seealso
HomeGroup
Internet Options
Windows Firewall

@7 X » Control Panel » All Control Panelltems » Network and Sharing Center v |6,| [ Search Control Panel p]

Control Panel Hol : . . . .
A View your basic network information and set up connections

Change adapter settings 3‘ See full map

advanced sharing
settings

View yo

Choose a connection option

Cha Connect to the Internet
ng¢ Set up a wireless, broadband, or dial-up connection to the Internet.
; Set up a new network

«a, Configure a new router or access point.

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

See also Net J| Cancel

HomeGroup
Internet Options

Windows Firewall

Vo4
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G@v ﬁ » Control Panel » All Control Panel ltems » Network and Sharing Center v |‘, | | Search Control Panel bl l

Control Panel Home " . « . .
View your basic network information and set up connections

See full map

Change adapter settings

Change advanced sharing
settings

View yof G Ecmnect o a Workplac

i How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

w

Change|

< Dial directly
Connect directly to a phone number without going through the Internet.

N B

What is a VPN connection?

See also

HomeGroup

Internet Options

Windows Firewall

v[—"; » Control Panel » All Control PanelItems » Network and Sharing Center v I&,” Search Control Panel ,0|

Control Panel Home " . . . .
View your basic network information and set up connections

Change adapter settings Seefull map
Change advanced sharing
settings i
View yol @ & - i
i Do you want to set up an Internet connection before continuing?
An Internet connection is necessary for using a VPN connection.
Change|
§., < Setup an Internet connection
'5' 9 TI'll set up an Internet connection later
See also Cancel
HomeGroup
Intemnet Options
Windows Firewall

Y7



S o0 9,15 1, Vpn Server (IP o1 : Internet Address

E=E]E]
O@v‘? » Control Panel » Network and Internet » Network and Sharing Center v | 5 l ‘ Search Control Panel P |
Control Panel Home i s s . 5 0
View your basic network information and set up connections
Ch dapter setti | A " See full map
Ch:ngead:p er: ;n?s &‘ s 5_. % ‘ b
a
b EHSAN-PC Network Intemet
(This computer)
View your active networks Connect or disconnect
Network Access type: No network access
Work network
@ & Connect to a Workplace
Change your networking settings
*5' S o OO Type the Internet address to connect to
Set up a wireless, broadband, dial-up,
‘§- Connecttoanetwork Your network administrator can give you this address.
Connect or reconnect to a wireless, wil
Internet address: 192168101
Ch hi d sharit ti
'% cose. omegrm{p and sharing optid ——— L27P Vpn Connection
Access files and printers located on ot}
E] Troubleshoot problems
Diagnose and repair network problem: [7] Use a smart card
@ [7] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
[V] Don't connect now; just set it up so I can connect fater
See also
HomeGroup
Internet Options
Windows Firewall

S (o0 0,9 1y 20,5 Sl R3 59, 50 45 (69 y9mmy 9 iy 390

=]
G@v :;: » Control Panel » Network and Intenet » Network and Sharing Center v ‘ 4" Search Control Panel ,0‘
Control Panel Home : i g J s @
View your basic network information and set up connections
Ch dapter setti 1 A w A See full map
change adap er; ’:ng.s b(& A !.. ® Q
se;:g: i EHSAN-PC Network Internet
(This computer)
View your active networks Connect or disconnect
E Network Access type: No network access
Work network :
@ ity Connect to a Workplace
Change your networking settings
ﬁu Set up a new connection or network T)’PE your user name and password
Set up a wireless, broadband, dial-up,
G Connect to a network User name: ehsan
Connect or reconnect to a wireless, wi
Password: 123
Choose homegroup and sharing optid Shicwi chifictass
Access files and printers located on ot .
Remember this password:
@ Troubleshoot problems Domain (optional):
Diagnose and repair network problem
See also
HomeGroup
Internet Options
Windows Firewall

V7Y



oS 0 oSl | Properties g cowly SolS ouls sl | Connection gg,
=loEs |

'E' » Control Panel » Network and Internet » Network Connections » v I +5 ‘ ' Search Network Connections L ‘
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection &~ O @
.: L2TP Vpn Connection :E Local Area Connection
'\‘sw Disconnected >  Network
g2 WAN Mini G ) PRO/1000 MT Network C...
Status
Set as Default Connection
Create Copy
Create Shortcut
% Delete
@ Rename
@ Properties

S0 S5 Advanced setting g 3 9 02 (0 51,8 L2TP iy 1, Type of Vpn g o9, o0 SeCUrity i as onlis 3 oy
o) (0 OK g a2 (00 518 23,5 ol g yo a5 Secret b il 1, Key oulds 5k o 20y 5l 9

[=l==]

@Qv‘ @ » Control Panel » Network and Internet » Network Connections » v]‘,” Search Network Connections p\

v A @

En

Organize v Start this connection Rename this connection Delete this connection Change settings of this connection

.: L2TP Vpn Connection "h Local Area Connection
\,!j Disconnected L Network

&> WAN Miniport (IKEv2) Wﬂ Intel(R) PRO/1000 MT Network C...

3 L2TP Vpn Connection Properties @—]

General | Options | Securty | ing | Sharing |
Tipaci AR
(Layer 2 Tumneling Prtocol wi IPsec (L2TP/PSec) -

Data, i

I Require encryption (disconnect if server declines) v I
Authentication
() Use Extensible Authentication Protocol (EAP)

Propetties zn

© Allow these protocols ©) Use preshared key for authentication
Key: | 12345

[F] Unencrypted password (PAP) () Use certificate for authentication

allenge Handshake Authentication Protocol (CHAP)
icrosoft CHAP Version 2 (MS-CHAP v2)

[7] Automatically use my Windows logon name and
password (and domain, ff any)

Verify the Name and Usage attributes of the server’s certificate

\RAl



S Sds’ Connect g9, p 9 Cawly SdS o0l olxs| Connection g, »

=3 B8

@uv! &/ » Control Panel » Network and Internet » Network Connections » v‘&,” Se

Organize v Start this connection Rename this connection Delete this connection Change settings of this connection

A . 2rPVenCom onnection

Disconn:

VAN Miniport (LJ

ed

I

Set as Default Connection

Create Copy
Create Shortcut
B Delete
% Rename
%  Properties

S o0 51,8y LaN-2 4K b caydS i)l as3,5 SS connect g; » a5 Sloj wuiS oo ol ) e 55 45 5ab o

o (&=

) = : -
@\Jv‘ & » Control Panel » Network and Intemet » Network Connections » v‘?,” Search Network Conne: R
QOrganize v Disconnect this connection Rename this connection View status of this connection Delete this connection Change settings of this connection = v A wi)‘

K

Local Area Connection

L2TP Vpn Connection
<

Network Connection Details P

Network Connection Details:

Propetty Value

— i« Connection-specific DN...
C\Windows\system32\cmd.exe Description L2TP Vpn Connection
Microsoft Windows [Uersion 6.1.7661]
Copyright (c) 2089 Microsoft Corporation. ALl rights reserved. ;:’z‘;aéni‘:z“ 2.
C:\Users\ehsandping 192.168.20.2 |Pv4 Address 192.168.30.100
Pinging 192.168.28.2 with 32 bytes of data: P4 Subnet Mask 255.255.255.255
Reply from 192.168.28.2: hytes=32 time=3ms TT 1Pv4 Default Gateway
Reply from 192.168.20.2: hytes=32 time<ims TT 1Pv4 DNS Server
[Reply from 192.168.20.2: bytes=32 time=1ms TT
Reply from 192.168.20.2: hytes=32 time=ims TT IPv4 WINS Server

- i . . NetBIOS over Tepip En...  Yes
B pathetas Santim 4. Tecsiad =4, Lostr=a' @7 1ossY, Linkfocal IPVG Address  fe80:b0d543d8ed28:8836%18
Approximate round trip times in milli-seconds: IPv6 Defautt Gateway

Minimum = Bms, Maximum = 3ms, Average = 1ms |PvE DNS Servers fec0:0:05:1%1

IC:\Users\ehsan>_

V7Y
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bl o0 L2TP IS5 g5y (31 yb 51 Site To Site i (s3bw 00l g2 o (smyp sl e = T g9 sl

_“internet’ .

etl

Lan Segment-2 11

200.1.1.0/24

ether1:Host Only

Lan Segment-3
For Connect To R2

100.1.1.0/24

ether1:Host Only
For Connect To R1

ether2:192.168.10.1

ether1:Host Only
For Connect To R3

ether3:192.168.20.1

L2TP Tunnel

Lan Segment-1
192.168.10.0/24

" VPN Client VPN Server e

192.168.20.0/24

LAN-1 LAN-2
192.168.10.0/24 192.168.20.0/24
GW:192.168.10.1 GW:192.168.20.1
Branch Office Central Office

DS o0 oyt 1y ) 9L L2TP JSGg y 3l oLl L Site To Site (g3lw ooly (ol

aSls GLIP Sguzme 5IIP Valid <y g5 ol 3,10 9929 (510! (ygamlagil 9 pw Sy <8 5 S (535 0 dnrid 55 9 (558 Jlio Hobas
Oled 5l osliiwl L)wigh Juake jgpmw crl &1 wilgty jui <8 2 Glb dnnd dlls 55 9290 G SN bl aziliz oyl JAS1
.S o0 oolawl Site To Site oSS 5l (Invalid IP

gy aSd b @ )5 4 IP Gl

R1 )43)
1

9 192.168.10.1/... 192.168.10.0
%°200.1.1.1/24  200.1.1.0

Address <192 168.10.1/24>
Address:
Network: [192.168.10.0 -
Interface: |ether2 3

V7Y
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BE T
Interfaces
Wireless Address Lis [=]|E3
| P #]-] [o][x] (=] [v] s
| Address 7 |Network [Intexf 14
Mesh 100111724 1001.1.0 ether3
P P 20011224 2001.1.0 ether?
IPvé N
MPLS " ddress <200 [=]|E3
= N o] x
— Address: (20011224 ||| ok
System r Address: oK
” Network: 200.1.1.0 - Cancel
Queues W G Network: [100.1.1.0 a
ace:
Fes R | iiatace: [ahes [
Log 5
Comment
Tools N
New Teminal Copy
1SDN Channels Remove
KM enabled
Make Supout if enabled
Manual
B e
M
|
|

Address List
[vI[=] [=] []
|Address [ Network [intertace

10011224 100110 ether?
G°192.168.20.1/... 192168200  etherd

Address 100.1.1.2/24> 2
Address: [100.1.1.2/24 Address: [192.168.20.1/2
Network: |100.1.1.0 a Network: |192.168.20.0 a

4

V7o



New Teminal
ISDN Channels
KVM

Make Supout sif
Manual

Exit
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:R1 ,ig, yo Default Route iy ,=5

DAC [P 192.168.10.0/... ether2 reachable 0 192.168.10.1
DAC P200.1.1.0/24  ether3 reachable 0 200.1.1.1

Dst. Address: (0.0.0.0/0
Gateway: |200.1.1.2

Check Gateway: I

Type: |unicast

Distance: |
Scope: |30
Target Scope: |10

Routing Mark: |

HRROAGE

=l == =l =

:R3 ,o Default Route iy y=5

Dst. Address: 0.0.0.0/0
Gateway: [100.1.1.1]

OleckGaeway:I

Type: Itncas!

Distance: |
Scope: |30
Target Scope: 10

Routing Mark: |

Pref. Source: |

V77
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Wl Al o s Gyl 4y b CludS asCy! 61 R1 4igy 50 Nat olx!

Fter Fules NAT | Mangie  Service Ports  Conmections  Address Lits | Layer? Protocols |

li’ |§Z Reset Counters ||00 Reset All Counters l

e a8

jon Type: |

el - [Adion [Chan |Src. Address |Dst. Address |Profo...|Src. Pot  |Dst. Port |in. Infer...|Out. It...|[Bytes _ |Packets || v
P
IPv6 r
MPLS r
Routing J5
System r Sre. Address: [ 1[192.168.10.0/24
Quenes Dst. Address: |
Fies
Log Protocol: |
Radus Src. Port: | |+ Copy
5
Jooke Dst. Port: | |+ | Remove
New Teminal
ISDN Channels L [~ | [ Reset Courters_|
KM in_ nteface: | L [ Reset Al Counters
Make Supo |°ul»|rm!'\‘a°e:|:lEIA
Manual
Bt Packet Mark: | |+
Connection Mark: | |~
Routing Mark: | |~
Routing Table: |

ol
Fiter Rules  NAT [m)m?«u]wlmm\ Layer7 Protocols |

[#][=] [«][x] | 7] [ Reset Courters || 00 Reset Al Counters |

[Fos_Jo_Js]

# |Action |Chain

|Src. Address | Dst. Address |Proto...[Src. Pot  |Dst. Port  |in. Inter...|Out. Int... |Bytes

Packets v

New NAT Rule

General || Advanced | Bxra| Action]| Statstcs |

Action: [+ |

Y7V
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Wl Al s Syl 4y b CludS asCy! 612 R3 4igy 50 Nat olx!

Interfaces enal (= E3
Wireless Fiterudes. NAT |Mangle  Sence Pots | Comnectons Address Liss | Layer7 Potocos
Bidge = =
PPP [#][=] [2]] [] [¥] [ rese EE

#| [Adion [Chain  [Src. Address [Dst. i 1
Mesh General |Advanced  Bxtral Acton | Statistcs 0K
P p Chain: K2 Cancel
IPv6 ¥ Sre. Address: [ 1[192.168.200/24 |4 Aoply
MPLS P
Dt Address: | B4 >
oA [ Do |
System r Protocal: | |v Comment
Queues Sre. Port:[ " Copy
: Det. Port: [ | Remove
3 Ay, Pot: | | | [ Reset Courters
— 7 In. Interface: | L7 | [ Reset Al Courters
New Teminal Ou. nterface: [ ether2 [3]a
Otems

SDN Charnels

| P Packet Mark: | ¢

1 Meke Supout f Connection Mark: | >
Manual Routing Mark: | v
Bt Routing Tabe: | v

: CmnedimTwe:[ "

enabled

Fitr des NAT |Mangle | Seni Pors.

[#][=] [o1[] [a [¥] [=

#|  [Adion [Chain

SDN Channels
KM

Make Supott rf
Manual

Bxt

Y7A
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:R3 59, ;0 L2TP Server g s3bw J2é

= | PPP Scanner || PPTP Server || SSTP Server [ L2TP Server | OVPN Sever || PPPoEScan | 7o |

[Name 7 [Type [L2mTy [Tx [Rx [Tx Pac... |Rx Pac... T Drops | Rx Drops | Tx Erors |Rx Emors| |

Mac MRL:

MRRU: [ |+
Defau Profie: |defaut-enci ¥ |
-~ Authentication

vl pap chap
mschap] (V| mschap2

R3 yigy 30 y9,m 4 b po Slouliss

Interface  PPPOE Servers| Secrets |Profies  Active Connections |

Password: |~
Service: [12p
Caller ID: |
Profile: |defaul

Local Address: |192.168.30.1

Remote Address: |192.168.30.100

1item (1 selected)

V74
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:R1 g, ;5 L2TP Client g;Lw Jlsd

1, L2TP Client suis 3b sg0 y 3 31 9 00,5 Sods Add 59, » Interface <o jl ous 5L oy 31 9 il 1) PPP Lol g0 I

Itedace | PPPOE Severs Secrts Profles  Active Connections

#] =| [ ] ][] [ 7] [ PrP scamner || PPTP Sever || SSTP Server || L2TP Server || OVPN Sever || PPPoEScan | [0 |
PPP Server [L2MTU [T
PPP Clent
PPTP Server
PPTP Clent
SSTP Server
SSTP Clent
L2TP Server
T27P Gient
| OVPN Server
OVPN Cient
PPPOE Server
PPPOE Clent
ISDN Server
ISDN Clent

oS 50 O,y 1y puiS b A5 (68 yomu § pi 399 9 L2TP Server (IP w07 Connect To cuwowwd 4o Dial Out <o 4o

Inteface | PPPOE Servers Secrets Profles  Active Connections

[#~|[=| [~] /2] (] ] | PPP Scamer || PPTP Sewver || SSTP Server || L2TP Server || OVPN Server || PPPoE Scan | [Finc

[Name /| Type M1y [T [Rx |Tx Pac... |Rx Pac...| Tx Drops |Rx Drops | Tx Emors [RxEmors | |+

New Interface

User: [ehsm
Password: |~

YV
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R3 g, 50 b diwy (1l ynno

oS o0 3yl 1y duailo A8l g 0T Canundd o3| 4 : Dst.Address

JLGS' )" C] &5}L?‘° S ygua as w)é‘i.ﬂ*‘»s «® é)" ‘) Vpn Client LA Ja,g).o ‘S}lan M Q)U u»))é"- Coumd U"‘ o GateWay
B o0 0318 plais! ;T 4 Vpn Server &

Routes | Nexthops  Rues VRF

/ |Gateway |Distance | Routing Mark [Pref. Source || ¥
100.1.1.1 reachable ether?
ether2 reachable 100112

.. 192.168.30.100 reachable <2tp-ehsan>

.. ether3 reachable 192.168.20.1

Dst. Address: |[EZRIERIN0EL
- [192.168.30.100

Check Gateway: [

Type: [l.nca!

Distance: h
Scope: [30
Target Scope: [10
Routing Mark: |
Pref. Source: |

:R1 yig) 5o b iy (9l yuwmno

es | Nedhops Rues VAF

&= P (=] [¥]

[Dst. Address  / [Gateway

AS P0.000/0 200.1.1.2 reachable ether3

DAC P 192.168.10.0/... ether2reachable 192.168.10.1
AS P 192.168.20.0/... 192.168.30.1 reachable I2tp-out1

DAC P192.16830.1  [2p-outl reachable 192.168.30.100
DAC P200.1.1.0/24  ether3 reachable 200111

Dst. Address: |LEFRIS:PNVFL]

Gateway: [192.168.30.1 [#] [reachable 12p-out1

Check Gateway: |
Type: [micas

Distance: [1
Scope: [30
Target Scope: [10
Routing Mark: |
Pref. Source: |

YV



o || B[R
Q &) < & » Control Panel » Network and Internet » Network Connections » Se e el
Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection ~ » v [ ()w
[ Local Area Connection
N
Internet Protocol Version 4 (TCP/IPv4) Properties ? =

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

C:\Windows\system32\cmd.exe = 7”@7\@ Obtain an IP address automatically
Microsoft Windows [Uersion 6.1.760611] @ Use the following IP address:
Copyright (c) 2889 Microsoft Corporation. All rights reserved. 5 PEARIC A0 S AORESS
b IP address: 192,168 . 10 . 2
C:\Users\LanSegnetidping 192.168.20.2 aadress
Subnet mask: 255.255.255. 0

Pinging 192.168.20.2 with 32 hytes of data:

Reply from 192.168.20.2: hytes=32 time=1ms TTL=126 S
Reply from 192.168.28.2: hytes=32 time=2ms TTL=126 Default gateway: 192.168. 10 . 1
Reply from 192.168.20. bytes=32 time=2ms TTL=126
Reply from 192.168.20.2: hytes=32 time=2ms TTL=126

Ping statistics for 192.168.208. o ; s
Packets: Sent = 4, Received = 4, Lost = @ <(Bx loss). @ Use the following DNS server addresses:
Approximate round trip times in milli-seconds: 2
Minimum = ims,. Maximum = 2ms. Average = 1ms Preferred DNS server:

C:\Users\LanSegmet1)> Alternate DNS server:

| Validate settings upon exit Advancedss ‘

! OK H Cancel |

o|[&@] 8
-~ 3 ~ o T =
@ &) ol &/ » Control Panel » Network and Internet » Network Connections » v |4 |[ Search A C P
Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection v 0l ®
[ Local Area Connection
N
4 AT Network C

Internet Protocol Version 4 (TCP/IPv4) Properties S7l IS

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

B C:\Windows\system32\cmd.exe of @R

Microsoft Windows [Version 6.1.76811]
Copyright (c) 2009 Microsoft Corporation. All rights reserved. @ Use the following IP address:

Obtain an IP address automatically

C:\Users\LanSegment >ping 192.168.10.2 IP address: 192,168 .20 . 2

Pinging 192.168.10.2 with 32 hytes of data: Subnet mask: 255,255,255, 0
Reply from 192.168.10.2: hytes=32 time=1Bms TTL=126

Reply from 192.168.10.2: hytes=32 time=2ms TTL=126
Reply from 192.168.10.2: hytes=32 time=2ms TTL=12

¢ Default gateway: 192.168. 20 . 1
Reply from 192.168.18.2: hytes=32 time=1ms TTL=126

cs for 192.168.10.2: & e

ckets: Sent = 4, Received = 4, Lost = @ (Bz loss), @ Use the following DNS server addresses:
Approximate round trip times in milli-seconds:
Minimun = ims, Maximum = 1@ms, Average = 3ms Preferred DNS server:

C:\Users\LanSegment >

Alternate DNS server:

Validate settings upon exit ‘W‘

! oK H Cancel |

sl 00 153 L2TP S5 g, 31, 31 Site TO Site & ygas 450 95 oy bLS |
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Open JSGgy cploisl o Tunneling b SS9y 51 550 S g Internet Protocol Internet Protocol aols iz IPIP

i ot Jilio e 30 Jole i E43 9 0 15 (0 48 oolasiul 3550 b Jolo poiwamw plod jo 45 Jxo o] & <l Standard

0oly i Cd yul jo s (sl 50 9 09 (oo ooliiwl S aSHL W yig, bLI I gl 0,10 0,15 i yul dumo o b ST gy o0

Dy (o0 S5l

JSG g5 3 oolaiw! L.osS oo Jiito 9 wdd o0 518 O IP g iy (950 15 1P (gl diun &5 ol W yguo (ol 4 ST g (ol 0 ySlos
S o0 42 LSS 1y i 590 (Ll yre Bl 5l a5 aslll 90 ( IPIP

WS Wyl5 SO gy pB 69y e 9 S (o0 o2l y8 Route G bilie ig) Coomw d lal SS9y o2l (53w 00by (sl (IS seku
bl 2 sl yig) ooy opl a0gid (o0 0010 ol IP S (g 5lome a5 oyl & Lylkd g 9940 (o0 iy 325 IPIP g3 51 (5 5lxo

g (o0 Jato SRuuSo 4 gilme LT S 5l eslisul

il o IPIP IS5 gy (530w 03y « g2l ol gy 3o & ) g9 yLw

Internet Protocol Internet Protocol

Internet
R2 \

o

ether2:200.1.1.2

Lan Segment-2 L1

200.1.1.0/24 ether1:Host Only Lan Segment-3
For Connect To R2 100.1.1.0/24
S 3
e’ ®ther2.1o

ether1:Host Only

S .
ther1:Host Onl
For Connect To R1 =1 eiheri:Host Unily

For Connect To R3
ether3:192.168.20.1

IPIP Tunnel

ether2:192.168.10.1

Lan Segment-1

192.168.10.0/24 Lan Segment-4

192.168.20.0/24

LAN-1 LAN-2
192.168.10.0/24 192.168.20.0/24
GW:192.168.10.1 GW:192.168.20.1

- s
_ g

R1 R3
P 172.16.1.1 172.16.1.2 &

192.168.10.0/24 192.168.20.0/24
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[v] Hide Passwords l@\

& 192.168.10.1/... 192.168.10.0
200111724 200.1.1.0

Address <192.168.10.1/24> =[5 1/24
Adress: |192.168.10.1/24 Address:
Network: (192168100 | & Network: [200.1.1.0

hofce: ez ]3]

New Teminal
ISDN Channels
KVM

Make Supout if
Manual

Exit

el i |l e 2l e

Address 7 | Network [Interface
F1001.11/24 100110 etherd
2001.12/24 200110 ether2

Address: |200.1.1.2/24

Network: [200.1.1.0 -

Inteface: |ether2 lil

Address: 100.1.1.1/24

Network: [100.1.1.0 -

ierace: [ahe3 ||
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10011224 100.1.1.0
P192.168.20.1/... 192.168.20.0

Address <100.1.1.2/24> [Tllx] Ad
Address: |100.1.1.2/24 Address: [192.168.20.1/24

e Network: [100.1.1.0 Network: |192.168.20.0 a
g Interace: [ether2 5]

=
o
7
7| IS

:R1 ,ig, yo Default Route iy y=5

|Distance  [Routing Mark  [Pref. Source [
DAC P192.168.10.0/... ether2 reachable 0 192.168.10.1
DAC P200.1.1.0/24  ether3reachable 0 20111

Dst. Address: [0.0.0.0/0
Gateway: |200.1.1.2

Check Gateway: |
Type: ||.ncast

Distance: |

Scope: I30
Target Scope: |10
Routing Mark: |

Yvo



=l = |5z =l =z

el | | e 21 | Bt e d

http://netcollege-bartar.ir
https://t.me/netcollege

:R3 ,o Default Route iy ,=5

Route List
Routes | Nedhops Ruks VRF

[E=E Eo &)
v/ Hide Passwords [l ()

Dst. Address: 0.0.0.0/0

Gateway: [100.1.1.1]

OleckGaeway:l

Type: Itncas!

[l!mce:|

Scope: |30

Target Scope: 10

Routing Mark: |

Pref. Source: |

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 40 Nat ol

Firewall
Fter Rules NAT | Mangle  Service Ports  Conmections  Address Lists | Layer? Protocols |

[#][=] | = Reset Counters || 00 Reset Al Courters |

#|  [Adion |[Chain |Src. Address [Dst. Address [Proto...[Src. Pot  [Dst. Pot [In. Inter...Out. Int... [Bytes

|Fad<as

[~

Src. Address: [ 1(192.168.10.0/24

Dst. Address: |

Protocol: |

Sre. Port: |

Dst. Pot: [

Any. Port: |
In. Interface: |

| Out. terface: [+ | -

Packet Mark: |

Connection Mark: | |v
Routing Mark: | |
Routing Table: |

jon Type: |

[FeaGorir |
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PPP :HE’ [][32] [@] [¥] [ Reset Courters |[ 00 Reset Al Courters |

|Src. Address | Dst. Address |Proto...|Src. Pot  |Dst. Port  |in. Inter...|Out. Int... | Bytes |Packets || v

=z =

v HdePauwords Iﬂ

rewal Dx
Wireless FiterRes NAT | Mangle Senvice Pots Comections Addres Liss | Layer Potocols|
Bidge z =
¥/ T
#] [Adin [Chan St Addess |Ds.
s [ Jpoin [oan | (1 s m\m\m\ml oK
P b Chain: # Cance
Py p S, Address: D|192.1ss.2o.0/24 |2 Aoply
MPLS ¥
Det Address: | 2
T [ s |
System N Pm”d:l |v Comment
Queues Src. Pott: | ¢ Oy
z: Dst.Port:[ |' Remove
s Aoy, Pott: | [% | [ Reset Cotess
— ¥ In. teface: | 17 | [ Reset AlCountens
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FiterRues NAT |Mangee Service Pots Connectons  Adcress Lits | Layer? Protocols|

EE‘ E = 8\, NAT Rule
# Action  |Chain Sre. Address |Dst.

New Teminal
ISDN Channels
KVM

Make Supout rif
Manual

Exit

:R1 yigy )0 IPIP (g5lxe aSouls )l iy i

9 oS oo SlS Add (gg; » aid, IP Tunnel oo a ons 5L oy 51 g 00,5 SIS Interface 59,0 Lol 5o 31 501 5l y
Dk (o0 el ]y 15 Olenlils

oS 50 S IPIP g5l a5 &S <l o Ky : Name

Nigd o0 Lyl Jllo yigy 4 @3 yb T 31 L diuws 45 g, 51 (3] a5y &5 4 by po (IP Valid) IP s 57 : Local Address

g oo e Juddio gy 49 bgs e IP w,oT : Remote Address

V] Hide Passwords W ()
Interfaces

erf
itoace | Bhemet | EolP Tumel 1P Tumnel JGRE Tumnel | VLAN | VRRP | Bondng | LTE

[+ =] [v][] [=] [¥]

l_ [Name / [Type [MTU  J2MTU [T [Rx | Tx Pac... |Rx Pac... | Tx Drops | Rx Drops | Tx Emors |Rx Erors |
R RIR3 P Tunnel 1480 Obps  (Obps 0 0 0 0 0 0

General | Tafic
|Nams: |R1R3

Type: [IP Tunnel
MTU: [1480

L2MTU: |

Local Address: [200.1.1.1

Remote Address: [100.1.1.2

DSCP: [0
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v Hide Passwords [l ()

[~

S1721611/24 1721610 RIR3
192.168.10.1/.. 192163100  ether?
20011124 200.1.1.0 ether3

Network: |172.16.1.0

Intedface: |R1-R3

oo sin o s W
Interfaces

efaces nterface Oj(x
Wireless | iteface Eihemet EolP Tuel [IP Tunel |GRE Tumel VLAN VRRP Bondng LTE
o
i ™ MU [2MTU[Tx  [Rx [T Pac..|RPac..|Tx Drops |Fx Drops T Erors | Eroms v
Mesh R @RIRI IP Tumnel 1480 Obps  Obps 0 0 0 0 0 0
P p
IPv6 P
MPLS r .
Rodting | o
Spen ! I .
Queves Type: |IP Tumel ey ]
Fles MTU: [1480 |

-Dinble
- col] ‘
Radius
Tools P Local Address: [100.1.1.2 1| copy
New Teminal /1 gem out of 4 Remote Address: [200.1.1.1 [ Remove |
ISDN Channels
o DSCP; [0 |31 | Torch
Make Supout f
Manual
Ext

enabled running e
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vx/|a 7]

| Address 7 [ Network
10011224 100110

7192.168.20.1/... 192168200 ether3

% 172 16.1.2/24
Network: |172.16.1.0

Ihetfaee: R3-R1 E]I

:R1 ,ig, ,o Static Route iy yx5
.S o0 i 425 |y 3 Static Route (R1 g, o Lan-2 ;o 59590 o coodMT L LaN-1 ;0 592 90 slo cooMS bLI )l 5,18 » sl

HEEI

[Dst. Address /| Gateway
AS P0000/0  200.1.12reachable ether3
DAC P172161.0/24 R1-R3reachable 1721611
DAC P 192.168.10.0.. ether2reachable 192.168.10.1

P12168200/.. 172161 2reachable RIR3 1
DAC P200.1.10/24  ether3reachable 0 0111

Det. Address: | [ERREII0E]
Gateway: |172.16.1.2 5] [rmachable RI3

Check Gateway: [
Type: lxncast

Distance: [1

Scope: |30
Target Scope: |10
Routing Merk: |
Pref. Source: |
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:R3 4, ,o Static Route & =i

S 0 Ay |y 5 Static Route (R3 ,ig, joLan-1 )0 04290 b coudS LLaN-2 ;5 59540 sl oM bLI )l 65148 p sl

%) || (4| | Safe Mode V| Hide Passwords [l
Interfaces (O[]
Wireless
Routes | Nexthops Rules VRF
Bridge E
- R
PPP AR INISINN'S a |®
Mesh Dst. Address Gateway Distance |Routing Mark | Pref. Source W
AS  P0.0.0.0/0 100.1.1.1 reachable ether2 1
P DAC P100.1.1.0/24  ether2reachable 0 100.1.1.2
IPv6 DAC P 172.16.1.0/24 R3-R1reachable 0 172.16.1.2
AS P 192.168.10.0/.. 172.16.1.1 reachable R3-R1 1
MPLS DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1
Routing Route <192.168.10.0/24> =E
System General | Attributes
Queues
Dst. Address: Cancel
Files
= Gateway ¥ | |reachable R3-R1 $ Poply |
Radius Check Gateway v Disable
Tools
Type: |unicast ¥ Comment
New Teminal
Copy
ISDN Channels Sitems Distance: |1 A el
—— Remove
KvM Scope: |30
Make Supout rif Target Scope: [10
Manual
Routing Mark: v
Bt
Pref. Source v
enabled active static
P oo wlenkass
oS o0 00l PiNg jgiws 31 bl yl Cand gl 9 pud (0 (ol IP b CoudS & g9 )l 3
CAWindows\system32\cmd.exe 57:'”:_‘,

Microsoft Windows [Uersion 6.1.760811
Copyright <{c> 2808%? Microsoft Corporation. All »ights r»eserved.

C:\Users\LanSegmetl>ping 192.168.28.2

Pinging 192.168.28.2 with 32 bytes of data:
from 19 6 28.2 bytes=32 =
from 2 bytes=32
from 28 bytes=32 6
from bytes=32 time=2ms TTL=126

statistics for 192.168.28.2:

Packets: Sent = 4. Received = 4, Lost = 8 <{(Bx loss>.
Approximate »ound trip times in milli—seconds:

Minimum = 1ms. Maximum = Z2ms. Average = 1ms

IC:\Users\LanSegmetl1>

CAWindows\system32\cmd.exe = = || &3

Microsoft Windows [Uersion 6.1.76011
opyright <{c> 2889 Microsoft Corporation. All »ights r»eserved.

C:\Users-\LanSegment>ping 192.168.18.2

Pinging 1922.168.168.2 with 32 bytes of data:

Reply from 19 1i8.2 bytes=32 time=18ms TTL=126
Reply from bytes=32 i TTL 26
Reply from bytes=32 i TTL 26
Reply from 8.18.2 bytes=32 time=1ms TTL=126

IPing statistics for 192._.168.18.2:
ackets: Sent = 4, Received = 4, Lost = 8 <{(Bx loss>.

Approximate r»ound trip times in milli—seconds:
Minimum = 1ims, Maximum = 18ms. Average = 3ms

C:\Users\LanSegment>

VAN
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GRE iU (guoy S asials 5o bli,yl sla g, 51 Suo S99 aiil o0 Generic Routing Encapsulation aols caiso GRE
WS o0 00l T 31 3 S g 3o AT Wil (o g <5 1 TuNNeling JSS'g 3 GRE. !

s @ IPIP 31 piis <ol 4 a5 <ol IPIP Tunnel los GRE #8lg jo.cawldly s yois dlguas Sxo 4 GRE s Encapsulation
&S o0 SLsI (Packet)

@ IP olass| yof Lules g 098 41,8 bLI,I G muiS 3,9 1y duaiio 159y IP 1 gy B,b 30 18 30 Comsl o0 o U 45 ol 5o
. Static Route wldes plxil g ooy slomy | sl g i |

il 00 GRE IS5 g5y (53w 00l « g1 s ol (omoy 31 B2 £ ) g9yl
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el i |l e 2l e

Address 7 | Network [Interface
F1001.11/24 100110 etherd
2001.12/24 200110 ether2

Address: |200.1.1.2/24

Network: [200.1.1.0 -

Inteface: |ether2 lil
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10011224 100.1.1.0
P192.168.20.1/... 192.168.20.0

Address <100.1.1.2/24> [Tllx] Ad
Address: |100.1.1.2/24 Address: [192.168.20.1/24

e Network: [100.1.1.0 Network: |192.168.20.0 a
g Interace: [ether2 5]

=
o
7
7| IS

:R1 ,ig, yo Default Route iy y=5

|Distance  [Routing Mark  [Pref. Source [
DAC P192.168.10.0/... ether2 reachable 0 192.168.10.1
DAC P200.1.1.0/24  ether3reachable 0 20111

Dst. Address: [0.0.0.0/0
Gateway: |200.1.1.2

Check Gateway: |
Type: ||.ncast

Distance: |

Scope: I30
Target Scope: |10
Routing Mark: |
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Dst. Address: 0.0.0.0/0

Gateway: [100.1.1.1]

OleckGaeway:l

Type: Itncas!

[l!mce:|

Scope: |30

Target Scope: 10

Routing Mark: |

Pref. Source: |

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 40 Nat ol

Firewall
Fter Rules NAT | Mangle  Service Ports  Conmections  Address Lists | Layer? Protocols |

[#][=] | = Reset Counters || 00 Reset Al Courters |

#|  [Adion |[Chain |Src. Address [Dst. Address [Proto...[Src. Pot  [Dst. Pot [In. Inter...Out. Int... [Bytes
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Src. Address: [ 1(192.168.10.0/24

Dst. Address: |

Protocol: |

Sre. Port: |

Dst. Pot: [

Any. Port: |
In. Interface: |

| Out. terface: [+ | -

Packet Mark: |

Connection Mark: | |v
Routing Mark: | |
Routing Table: |

jon Type: |
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s [ Jpoin [oan | (1 s m\m\m\ml oK
P b Chain: # Cance
Py p S, Address: D|192.1ss.2o.0/24 |2 Aoply
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System N Pm”d:l |v Comment
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Filter Rules NAT'Mmde SumPats!erm M&e-lﬂ.s‘LayiﬂPrdocd:‘

Action: [UEERIEERE

:R1 ,ig) 59 GRE (gjlxe ool w5 iy o3

9 S o0 SlS Add (g9, 2 axdy GRE Tunnel i &y ooy b 0y 31 g 00,5 oS Interface 59,0 Lol (so0 31 )01 5l
Dk (o0 el ]y 15 Olendils

oS 50 S IPIP g5l a5 &S <l o Ky : Name

g oo e Juddio yigy 49 bgs e IP )57 : Remote Address

efacelst =@
Interface Ehemet | EolP Tunnel 1P Tunnel | GRE Turnel [VLAN | VRRP Bondng LTE
IEI}E] =] [¥]

Name

/ Type [MTu J2mTu [ R [T« Pac... |Rx Pac... T Drops | Rx Drops | T Eors |Rx Erors |
R @RIAI GRE Tunnel 1476 65535  Obps  (Obps 0 0 0 0 0 0

Interface <R1-R3

Trafic |
Name:
Type: |GRE Tunnel
MTU: [1476

L2 MTU: 65535

Local Address: |

Remote Address: |100.1.1.2

1item out of 4
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P17216.1.1/24 1721610
%7192.168.10.1/... 192.168.10.0
200111724 2001.1.0

Network: |172.16.1.0

Interface: [R1-R3 | : ||

:R3 ,ig) ;9 GRE (gjlxe aSouls w5 by o3

Intefface  Ethemet &lnml\wmvw VRRP Bondng LTE

SEIEEEL

/[Tipe U Mo [ R [TxPac..|RxPac..|Tx Drops
R @R3R1 GRE Tunne! 1476 65535 - — i o 2

|65535

(200111

1item out of 4
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. [I+]

| Address Network
100112724 100.1.1.0 ether2 i

P_—
192.168.20.1/... 192168200  etherd

Address;
Network: (1721610 | a

|he|faoe: R3R1 E]|

:R1 ,ig, ,o Static Route i yx5
ﬂ.u.’J «° &ﬂ.”.)}a" ‘) ») Static Route (R1 ).'9) L) Lan-2 )9 99390 ‘sl.b g.d.v}b’ |g Lan-1 )0 95390 ‘slb A..CUW bLfJ”)‘ 6)')§ﬁ 6').3

Dst. Address /| Gateway
AS P0000/0  200.1.12reachable ether3
DAC P172161.0/24 RI-R3reachable 1721611
DAC P192.168.10.0/... ether? reachable 192.168.10.1
' P192163.200/..

Gateway: [172.16.1.2

Check Gateway: |

Type: [urlcw

Distance: [1
Scope: [30
Target Scope: |10
Routing Mark: |
Pref. Source: |
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S 0 Ay |y 5 Static Route (R3 ,ig, joLan-1 )0 04290 b coudS LLaN-2 ;5 59540 sl oM bLI )l 65148 p sl

X) || 4| | Safe Mode V| Hide Passwords [l
Interfaces o]
Wireless

Routes | Nexthops Rules VRF
Bridge
== E] = v a v FE
Mesh Dst. Address Gateway Distance |Routing Mark | Pref. Source W
AS 0.0.0.0/0 100.1.1.1 reachable ether2 1
P DAC P100.1.1.0/24  ether2 reachable 0 100.1.1.2
IPv6 DAC P 172.16.1.0/24 R3-R1reachable 0 172.16.1.2
AS P 192.168.10.0/.. 172.16.1.1reachable R3-R1 1
MPLS DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1
Routing Route <192.168.10.0/24> [= E3
System General | Attributes
Queues
Dst. Address: Cancel
Files
= Gateway ¥ |reachable R3-R1 s Aoply
Radus Check Gateway v Disable
Tools =
Type: |unicast * Comment
New Teminal
Copy
ISDN Channels Sitemq Distance: |1 ===
IR Remove
KVM Scope: |30
Make Supout rif Target Scope: [10
Manual
Routing Mark v
Exit
Pref. Source Y
enabled active static

oS o0 00l PiNg jgiws 31 bl yl Cand gl 9 pud (0 (ol IP b CoudS & g9 )l 3
C:AWindows\system32\cmd.exe { i

Microsoft Windows [Uersion 6.1.760811
Copyright <{c> 2889 Microsoft Corporation. All »ights r»eserved.

C:\Users\LanSegmetl>ping 192.168.28.2

Pinging 192.168.28.2 with 32 bytes of data:
from 19 6 28.2 bytes=32 =
from 6 2 bytes=32
from 68 . = bytes=32
from bytes=32 time=2ms

statis for 192.168.28.2:
Packets: Sent = 4. Received = 4. Lost
Approximate r»ound trip times in milli-—seco
Minimum = 1ms. Maximum = Z2ms. Average

IC:\Users\LanSegmetl1l>

BN C:A\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011
opyright <{c> 2882 Microsoft Corporation. All »ights reserved.

C:\Users\LanSegment>ping 192.168.168.2

Pinging 122.168.18.2 with 32 bytes of data:z
Reply from 192. -18.2 bytes=32
Reply from - = bytes=32
Reply from 192.168.16.2 bytes=32
Reply from 192.168.16.2 bytes=32

IPing statistics for 192.168.168.2:
ackets: Sent = 4, Received = 4, Lost = 8 <(Bx loss>.

Approximate r»ound trip times in milli—seconds:

Minimum = 1ims. Maximum

18ms.,. Average 3m

C:\Users\LanSegment>
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g,y S b )5 & IP Cluss!

:R1 g,

[v] Hide Passwords l@\

& 192.168.10.1/... 192.168.10.0
200111724 200.1.1.0

Address <192.168.10.1/24> =[5 1/24
Adress: |192.168.10.1/24 Address:
Network: (192168100 | & Network: [200.1.1.0

hofce: ez ]3]

New Teminal
ISDN Channels
KVM

Make Supout if
Manual

Exit

el i |l e 2l e

Address 7 | Network [Interface
F1001.11/24 100110 etherd
2001.12/24 200110 ether2

Address: |200.1.1.2/24

Network: [200.1.1.0 -

Inteface: |ether2 lil

Address: 100.1.1.1/24

Network: [100.1.1.0 -

ierace: [ahe3 ||

AN



http://netcollege-bartar.ir
https://t.me/netcollege

10011224 100.1.1.0
P192.168.20.1/... 192.168.20.0

Address <100.1.1.2/24> [Tllx] Ad
Address: |100.1.1.2/24 Address: [192.168.20.1/24

e Network: [100.1.1.0 Network: |192.168.20.0 a
g Interace: [ether2 5]

=
o
7
7| IS

:R1 ,ig, yo Default Route iy y=5

|Distance  [Routing Mark  [Pref. Source [
DAC P192.168.10.0/... ether2 reachable 0 192.168.10.1
DAC P200.1.1.0/24  ether3reachable 0 20111

Dst. Address: [0.0.0.0/0
Gateway: |200.1.1.2

Check Gateway: |
Type: ||.ncast

Distance: |

Scope: I30
Target Scope: |10
Routing Mark: |

AR
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:R3 ,o Default Route iy ,=5

Route List
Routes | Nedhops Ruks VRF

[E=E Eo &)
v/ Hide Passwords [l ()

Dst. Address: 0.0.0.0/0

Gateway: [100.1.1.1]

OleckGaeway:l

Type: Itncas!

[l!mce:|

Scope: |30

Target Scope: 10

Routing Mark: |

Pref. Source: |

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 40 Nat ol

Firewall
Fter Rules NAT | Mangle  Service Ports  Conmections  Address Lists | Layer? Protocols |

[#][=] | = Reset Counters || 00 Reset Al Courters |

#|  [Adion |[Chain |Src. Address [Dst. Address [Proto...[Src. Pot  [Dst. Pot [In. Inter...Out. Int... [Bytes

|Fad<as

[~

Src. Address: [ 1(192.168.10.0/24

Dst. Address: |

Protocol: |

Sre. Port: |

Dst. Pot: [

Any. Port: |
In. Interface: |

| Out. terface: [+ | -

Packet Mark: |

Connection Mark: | |v
Routing Mark: | |
Routing Table: |

jon Type: |

[FeaGorir |

Vay
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Bridge Fiter Rules NAT | Mangle Service Ports  Connections | Address Lists | Layer7 Protocols |

PPP :HE’ [][32] [@] [¥] [ Reset Courters |[ 00 Reset Al Courters |

|Src. Address | Dst. Address |Proto...|Src. Pot  |Dst. Port  |in. Inter...|Out. Int... | Bytes |Packets || v

=z =

v HdePauwords Iﬂ

rewal Dx
Wireless FiterRes NAT | Mangle Senvice Pots Comections Addres Liss | Layer Potocols|
Bidge z =
¥/ T
#] [Adin [Chan St Addess |Ds.
s [ Jpoin [oan | (1 s m\m\m\ml oK
P b Chain: # Cance
Py p S, Address: D|192.1ss.2o.0/24 |2 Aoply
MPLS ¥
Det Address: | 2
T [ s |
System N Pm”d:l |v Comment
Queues Src. Pott: | ¢ Oy
z: Dst.Port:[ |' Remove
s Aoy, Pott: | [% | [ Reset Cotess
— ¥ In. teface: | 17 | [ Reset AlCountens
New Temindl Out. ieface: [ eher2 [#]~
ISDN Chanmels b
| P Packet Mat: | ¢
1 Make Suport Comnecion M | 7
Manudl Ra.mgMz!kl |'
Ed Rouiing Table: >
i Cmted‘mType:l |'
i
enabled

V40



http://netcollege-bartar.ir
https://t.me/netcollege

[=lie)ss]
Hide Passwords [ ()

Fiter Rules NAT | Mangle | Senvce Ports  Connections | Address Lists  Layer7 Protocols

:R1 yig) )5 EOIP (gjlmo asiuls )5 iy yoi

9 S oo S5 Add (59, » a8, EOIP Tunnel Ci & onlis 5L 02y 31 9 00,5 oS Interface gg) 5 Lol o0 31 0001 5l
Dk (o0 el 1y 15 Oleadils

oS 50 S IPIP g5l a5 &S <l o Ky : Name

g oo aFine Juddio 39y 49 bgs e IP )57 : Remote Address

5 39y g0 30 Wb ojlodds cplaioly 0 0 (248 i O jguas 45 5 5 ylg TUNNED (gl p 0 )losis S Wb Coomnd (0| yo : Tunnel ID
Og (03 518 5 bl I 4 S g by

il sy o2 b LT Tunnel 1D wsls o315, slxs| EOIP Tunnel wiz a5 g0 0 @ disis

& s |

mmlmmm\eﬁnm\m\m\m\m\
¥
| Name /[ Type MTU  J2MTU [T [Rx [Tx Pac... |Rx Pac... | T« Drops | Rx Drops | Tx Erors |Rx Errors | v
R 4RIR3 EolP Tunnel 1500 65535  Obps  Obps 0 0 0 0 0 0
Name: [R1-R3 [ || cancel
pr———
Type: |EolP Tunnel Apply
MTU: [1500 | 3
| Disable |
L2 MTU: [65535 | ﬁ
MAC Address: |02:08:A9:CA:59:69
1item out of 4 — = Copy
ARP: |en ¥
Local Address: b

Remote Address: [100.1.1.2 |
Tunnel ID: [0

Kespaivelenat: | |+

A4
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7 [Network [Interf:
172161.1/24 1721610 R1R3
9°192.168.10.1/.. 192168.100  ether2
200111724 2001.1.0 ether3

Network: [172.16.1.0

nterface: [R1-R3

_ =&
lole =yn
Herioce Lt I

Vireless ntefface Bthemet| EolP Tumel [IP Tumel GRETumel VLAN VRRP Bondng LTE

ISDN Channels

KW Local Address: ¥

Make Supout if Remote Addess: |200.1.1.1 |

= [llTelTy]
BER [Name + [Type [MTU_[2MTU [x |Rx _ |TxPac..|Rx Pac..|Tx Drops R Drops T Erors |Rx Erors | v
Mesh R @RI EolP Tunel 1500 65535  Obps  Obps 0 0 0 0 0 0
IP N
IPv6 P
MPLS § 1
Routing M General | Traffic
Sem I Name: [R3R1
H“Q"’”“ Type: |EolP Tunnel |
5 MTU: [1500 |
Radius L2 MTU: l65635 |
Tools p MAC Address: |02:11:8C.65:8E:84 |
New Temindl Titem outof 4 ARP: [enabled [+]
Torch

Manual Tunnel ID: [0 |

T —T

Exit
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9r100.1.1.2/24 100110

PIR161224 1721610
T192.16820.1/... 192168200 ether3

Network: |172.16.1.0 |a

|He|face: RIR1 E]l

:R1 ,ig, ,o Static Route iy yx5
.S o0 < 425 |y 3 Static Route (R1 g, ;o Lan-2 ;o 59590 o coodMT L LaN-1 ;0 592 90 o cooMS bLI )l 5,1 ,8 » sl

V| Hide Passwords [l (5)

[Dst. Address |Gateway
AS  P0000O  200.1.1.2reachable ether3
DAC P172161.0/24 R1-R3reachable
DAC P192.163.100/... ether2reachable

-__-__
DAC P200.110/24  ether3reachable

PSR E192 168 20.0/24
Gateway: [172.16.1.2 %] [eachabe RIR

Type: Iuicast

Distance: |1
Scope: |30
Target Scope: |10
Routing Mark: |
Pref. Source: |

YAA



:R3 4, ,o Static Route & =i

S 0 Ay |y 5 Static Route (R3 ,ig, joLan-1 )0 04290 b coudS LLaN-2 ;5 59540 sl oM bLI )l 65148 p sl

X) || 4| | Safe Mode V| Hide Passwords [l
Interfaces o]
Wireless

Routes | Nexthops Rules VRF
Bridge
== E] = v a v FE
Mesh Dst. Address Gateway Distance |Routing Mark | Pref. Source W
AS 0.0.0.0/0 100.1.1.1 reachable ether2 1
P DAC P100.1.1.0/24  ether2 reachable 0 100.1.1.2
IPv6 DAC P 172.16.1.0/24 R3-R1reachable 0 172.16.1.2
AS P 192.168.10.0/.. 172.16.1.1reachable R3-R1 1
MPLS DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1
Routing Route <192.168.10.0/24> [= E3
System General | Attributes
Queues
Dst. Address: Cancel
Files
= Gateway ¥ |reachable R3-R1 s Aoply
Radus Check Gateway v Disable
Tools =
Type: |unicast * Comment
New Teminal
Copy
ISDN Channels Sitemq Distance: |1 ===
IR Remove
KVM Scope: |30
Make Supout rif Target Scope: [10
Manual
Routing Mark v
Exit
Pref. Source Y
enabled active static

oS o0 00l PiNg jgiws 31 bl yl Cand gl 9 pud (0 (ol IP b CoudS & g9 )l 3
C:AWindows\system32\cmd.exe { i

Microsoft Windows [Uersion 6.1.760811
Copyright <{c> 2889 Microsoft Corporation. All »ights r»eserved.

C:\Users\LanSegmetl>ping 192.168.28.2

Pinging 192.168.28.2 with 32 bytes of data:
from 19 6 28.2 bytes=32 =
from 6 2 bytes=32
from 68 . = bytes=32
from bytes=32 time=2ms

statis for 192.168.28.2:
Packets: Sent = 4. Received = 4. Lost
Approximate r»ound trip times in milli-—seco
Minimum = 1ms. Maximum = Z2ms. Average

IC:\Users\LanSegmetl1l>

BN C:A\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011
opyright <{c> 2882 Microsoft Corporation. All »ights reserved.

C:\Users\LanSegment>ping 192.168.168.2

Pinging 122.168.18.2 with 32 bytes of data:z
Reply from 192. -18.2 bytes=32
Reply from - = bytes=32
Reply from 192.168.16.2 bytes=32
Reply from 192.168.16.2 bytes=32

IPing statistics for 192.168.168.2:
ackets: Sent = 4, Received = 4, Lost = 8 <(Bx loss>.

Approximate r»ound trip times in milli—seconds:

Minimum = 1ims. Maximum

18ms.,. Average 3m

C:\Users\LanSegment>
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ether2200.11.2 (S0 “thery,
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200.1.1.0124 ether:Host Only
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192.168.10.0/24 ey - i 12 Lo Sorontd
R1 ether1:Host Only ether1:Host Only y
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5 /K_/R N 5 —
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CaudlS yo Gateway (0,5 iy p2i 4 (55l g il (ST asil 9o Net ID Wil o ¥ &Y &9 EOIP Tunnel (gjLw ool (gl - ansGs

:R1 5,

P200.1.1.1/24 200110

Address <192168.10.1/24>

Address: |192.168.10.1/24 Address: |200.1.1.1/24

Network: |192.168.10.0 - Network: |200.1.1.0

Interface: [ether2 B Iteface: [ethers |3

New Teminal
ISDN Channels
KvM

Make Supout rif
Manual

Exit
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1001.1.1/24 100110
2001.12/24 200110

Address: |200.1.1.2/24

Network: [200.1.1.0

Address: 100.1.1.1/24

Network: [100.1.1.0 -

ece:[ohe2 3] et [ahed |3

New Teminal
ISDN Channels
KVM

Make Supout if
Manual

Exit

S011224 100110 ether2
192168201/, 192168200 ether3

Address <100.1.1:2/24> A %
Address: [100.1.1.2/24 Address: |192.168.20.1/24

Network: |100.1.1.0 Network: |192.168.20.0 -
= a—
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:R1 ,ig, yo Default Route iy y=5

| Dst. Address
DAC P 192.168.10.0/... ether? reachable
DAC P200.11.0/24 ether3reachable

Dst. Address: (0.0.0.0/0
Gateway: |200.1.1.2

Check Gateway: |
Type: |uncast

Distance: |

Scope: [30

Target Scope: |10
Routing Mark: |

:R3 ,o Default Route iy y=5

|E=H =8 X
v/ Hide Passwords [l ()

Gateway: [100.1.1.1]

OleckGaeway:I

Type: Itncas!

Distance: |
Scope: |30
Target Scope: 10

Routing Mark: |

Pref. Source: |
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Wl Al s Syl 4y b CludS asCy! 612 R1 4igy 50 Nat olx!

 Service Ports  Connections  Address Lists  Layer7 Protocols |

EIEI li’ |§Z Reset Counters ||00 Reset All Counters l

#|  [Adion [Chain |Src. Address |Dst. Address |Proto...|Src. Port  |Dst. Port |In. Inter...|Out. Int... |[Bytes  |Packets || ¥

Sre. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocol: |
Sre. Port: |

Dst. Port: |

Any. Port: |
In. Interface: |

|°umrfaoe: [ EE N ¢ | -

Packet Mark: |

Mark: |
Routing Mark: |
Routing Table: |

jon Type: |

Fiter Rules NAT | Mangle | Sevice Ports  Connections | Address Lists  Layer7 Protocols |
[ 7] [ = Reset Courters || 00 Reset Al Counters |
|Src. Address |Dst. Address |Proto... [Src. Pot  |Dst. Port |in. Inter... Out. Int... [Bytes |Packets || v
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Wl Al s Syl 4y b CludS asCy! 612 R3 4igy 50 Nat olx!

Vireless Fiter Rules NAT | Mangle  Senvice Pots Connectins | Addvess Lists | Layer? Protocols |

= [#][=] [¢][] [a] [¥] [ remco ] =

#| Adion [Chan  [Src. Address [Dst.

Mesh General | Advanced  Bxra| Action | Statistics oK
IP i Chain: [3] Cancel
Py b Src. Address: [1[192.16820.0/24 |2 o
MPLS P
Foarg | e M
System b Protocol: | |v Comment
Queues Sre. Port: | |v Copy
:: Dst. Port: | |~ Remove
ks Ay, Pot: | |7 [ ResetCouters_|
Toos p In_nerface: | || [ Reset Al Courters
New Teminal 2 Out. Interface: []|ether? [3]a
SDN Channels i
KM Packet Mark: | |v
Make Supout Connection Mark: | |v
Manual Routing Mark: | |»
Bt Routing Table: | |v

Cm\emType:[ |v

enabled
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IPTumnel GRETunnel VLAN VRRP Bondng LTE.

|
MTU  [2MTU [1x [Rx [T Pac... |Rx Pac... T Drops | Rx Drops | Tx Erors |Rx Errors | v
1500 65535  Obps  Obps 0 0 0 0 0 0

General | Traffic |
Name: [R1-R3

Type: | EolP Tunnel
MTU: [1500
L2 MTU: [65535
MAC Address: |02:08:A9.CA59:69
ARP: |end>|ed H k2
Local Address: v
Remote Address: [100.1.1.2
Tunnel ID: [0

Keepavertona: |«

aliaicae

1item out of 4

:R1 )35) e Bridge 6)‘550 M Q)U ﬁlq;l‘

oS o0 Ss Add (59, » Bridge <o 3l ouis 3L 0 iy 31 9 ol [y Bridge Lol (gaio 31 55 o2l (6l

[x] [&] [¥] [ |

[Name / [Type [L2mTu [ Rx [T Pac... | R Pac... | Tx Drops | R Drops | Tx Emors | Rx Exrors | MAC Address
R Hbrdgel Bidge 65535  Obps  Obps 0 0 0 0 0 0

o

General |STP. Status Traffc |
Type:
MTU: {1500

ISDN Channels
KVM

Make Supout rif
Manual

Exit
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:R1 )J’))éBridge ‘S}WMU)UlefB)&'éMQ)Kbu)‘

o2 (g0 ol 15 S G [y Sloalild 9 oS g0 S Add (595 32 9 w295 o0 POIt i 4 )15 ol (6l

Bridge Port <ether2:

Generdl | tatus

iierece: TP + |

Bidge: |bridge =]

Priorty: (80
Path Cost: [10
Horizon: |

New Terminal
ISDN Channels
KVM

Make Supout rif
Manual

Bt

Ttem (1 selected) Edge: [auto
Point To Point: |ano
Extemal FDB: [auto

V! Hide Passwords [ (%1
)

[l

[interface / |Bridge [Priorty (... |Path Cost |Horizon |Role. [Root Pat.. |
£2R1-R3 bridge 1 80 10 designated port
#ether? bridge 1 80 10 designated port

Bidge Port <R1-R3

General | tatus |

Inteface: |R1-R3
Bridge: |bridge1

Prorty: (80
Path Cost: [10
Horizon: |

Edge: |aulo

ISDN Channels
KV

Make Supout s
Manual

=3

Point To Point: |a|10
BExtemal FDB: |amo
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=5 =R 5T
Hide Passwords B (7]

Wiirless Intefface Ethemet| EolP Tunnel 1P Tunnel GRE Tunnel VLAN VRRP Bondng LTE
b /Ty
EPP Name 7 [Type [MTU_ |2MTU [Tx E [T Pac... |Rx Pac...| Tx Drops | Rx Drops | Tx Exrors | Rx Erors | [+
Mesh R @RIRI EolP Tunnel 1500 65535  Obps  (Obps 0 0 0 0 0 0
P p
1Pv6 P
MPLS p
Routing P
System N
L"’”" Type: |EolP Tunnel I ] i
MTU: [1500
s | '
; L2 MTU: (65535 |
i | Commen |
Took P MAC Address: |02:11:8C:65:8E:B4 | —|
= CW
New Teminal Tiemod of 4 ARP: |enabled [=]
ISDN Channels
g
KM Local Address: v IW‘

Remote Address: [200.1.1.1 |

Make Supout
Manual Tunnel ID: [0 |
Bt

Keepalvelmtenal: ||+

running

:R3 ,ig, yo Bridge (sjlxe asuis w5 sl

oS 0 Sls Add (g9, 2 Bridge < 3l ouss 3 0 oy 31 g ol |y Bridge (Lol (go0w 31 51 ol 51

e Jpors Fles NAT ot
El\: [sow |
Name

7 [Type [2mMTU [ [Rx [Tx Pac... | Pac...| Tx Drops | Rx Drops | Tx Emors |Rx Errors | MAC Address
R Htbrdgel Bidge 65535  Obps  Obps 0 0 0 0 0 0

Interface <bridge1>

Genel | STP Status Trafic.
Routing | Name: |bridge1
e Tee e |

MTU: 1500 |
it L2 MTU: (65535 |
e :
Radius MAC Address: I |
Tools p ARP: |enabled |#]
New Teminal Admin. MAC Address: v
Titem out of 5

ISDN Channels

KVM

Make Supout rif
Manual

Exit
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:R3 )J’))éBridge ‘S}WMU)UQ)JB)&'éMQ)Kbu)‘

ﬁm[m[m\

Bl =] [2][x] [=][v] i
[Inter / |Bidge Priorty n... |Path Cost |Horizon |Role |Root Pat... | v
Fhetherd bridge1 80 10 designated pott

Bridge Port <ether3

General | Satus

Interface: |ether3
Bidge: |bridge 1

Priority: |80
Path Cost: [10
Horizon: I

Edge: Iauo
Point To Point: |auo
Extemal FDB: |auto

inactive

|

V| Hide Passwords [ ()

Bidge [Ellx]
Bidge] Pos [Fhers NAT  Hoss |
Find
| Interface + |Bridge |Priosty th... |Path Cost |Horizon |Role |Root Pat... | |v
£4RIRT bridge 1 ) 10 designated pot
thether3 bridge 1 ) 10 designated pot
General | it oK
Interface: [R3-R1 [#] [ cancel
e 5
Priorty: (80 |hex | | Disable
Path Cost: |10 || [ comment
Horizon: | | Copy
Edge: [auto [#]
Point To Point: [auto 2
Bdemal FDB: [auto K2

L“EC[.VE




Internet Protocol Version 4 (TCP/IPvd) Properties [? l@

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Internet Protocol Version 4 (TCP/IPvd4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@ Use the following IP address:

IP address: 192 .168 . 10 . 2
Subnet mask: 255.255.255. 0
Default gateway:

Obtain an IP address automatically

@ Use the following IP address:
IP address: 192,168 . 10 . 3
Subnet mask: 255.255.255. 0

Default gateway:

@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

| Advanced...

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Validate settings upon exit l Aianced s J

| OK ’ { Cancel

| [ OK [‘ Cancel ‘

C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760611

opyright {(c> 28089 Microsoft Corporation.

:\Users\ehsan>ping 192.168.16.3

Pinging 122.168.18.3 with
Reply from 1922.168.18.3:
Reply from 192.168.16.3:
Reply from 122.168.18.3:
Reply from 1922.168.18.3:

32 bytes
bytes=32
bytes=32
bytes=32
bytes=32
IPing statistics fox» 192.168.1U_3:

Packets Sent = 4. Received =
Approximate r»ound trip times

Minimum = Bms, Maximum = 2ms.

IC:\Users\ehsan>

C:AWindows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760811

Copyright <{(c> 2889 Microsoft Corporation.

C:\Users\LanSegment>ping 192.168.18.2

Pinging 192.168.18.2 with 32 bytes
Reply from 192.168.18.2: bytes=32
Reply from 192.168.18.2: bytes=32
Reply from 192.168.18.2: bytes=32
Reply from 192.168.18.2: bytes=32

192.168.18.2:
4, Received =
und trip times
ims,. Maximum

Minimum = = 3ms.

:\Users\LanSegment>

4, Lost =
in milli—seconds:
Average

(][5 ]

All »ights reserved.

m

of data:
time=1ms
time<ims
time=2ms
time=2ms

TTL=128
TTL=128
TTL=128
TTL=128

in milli—second
Average

All rights reserved.

of data:
time=3ms
time=2ms
time=2ms
time=1ms

TTL=128
TTL=128
TTL=128
TTL=128

8 <(Bx lossD.

= 2ms
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BEIETY ¥ tePesarts W5
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|hetfaoe /|UseP...[AddD...|IP Address  |Expires Ater (St
ether3 yes  yes  200.1.15/24 00:29:16 boun

DHCP | Status [ ok |
[sctoe: PR+ | s
Hostname: v Apply
Cliert 1D: v
Use Peer DNS
o PearhT? | LS |
|v| Add Default Route
Default Route Distance: C}
Bt SNMP
Services
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TFTP

Traffic Flow
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Make Supout rif
Manual

Exit
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2 iy ) B SO o i sl Nat sl

[ = Reset Counters || 00 Reset Al Courters |

|Src. Address |Dst. Address |Proto... [Src. Port  |Dst. Port  |In. Inter...|Out. Int... | Bytes

[=

|Packets

Sre. Address: [1(192.168.10.0/24

Dst. Address: |

Protocol: |

Sre. Pott: | e
Dst. Port: [ |+ Remove
Any. Pot: [ e Reset Counters
In. Interface: | || [ Reset Al Counters
| Out. Interface: [ [Er I+ | ~

Packet Mark: |

C Mark: | R4
Routing Mark: | |
Routing Table: |

jon Type: |

Fiter Rules NAT | Mangle Service Potts  Comnections | Address Lists | Layer? Prtocols |
|§: Reset Counters ||00 Reset All Courters I

# |  [Action [Chain |Src. Address |Dst. Address |Proto... [Src. Pot  |Dst. Port |In. Inter..|Out. Int...|Bytes

[+

[Packets

nm«jmllm\

Generz

ction: [+ |
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:DNS (3l oy g s

Gk 1) ©logdais 0ud 5L 0520l (o0 ST DNS (595 32 00l 5L (9 25 51 g QLI IP &y 357 Lol puno 51,18 (2! (612
S (o0 plnil 15 uSe

4L 93w DNS lgie @ Lo 439y 94 Jled Allow Remote Request wu 35 i a5 900 50 il adls azgi 4SS ol &

D5 31,8 &6yl 334k 5 GIDNS (b ol 9 &Moo (6 320 53 Sl (xS0 § o

Servers: |TFRE] :
(888 ]
Dynamic Servers: [200.1.1.2

I || Alow Remote Requests

Max UDP Packet Size: | 4096 I
Cache Size: [2048 | ke
Cache Used: 9 |

IyDNS ol IP cide 12 &y )5 &5 590 40 Lol Sguiemo plxil (ol 43 IP b 5 IP &y psl Jsui)RESOIVE dnng yy iloudiis (91 b

S lodild G 15 L,yl5 g aid) 25 mno &1 JSCieo (21 51 (5 S 9l (512 B (003 GLATTRESOIVE dwg y S 3,19 oLl g (Swd 0 ygs
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Fiter Rules| NAT | Mangle Service Pots Connections  Address Lists ~ Layer7 Protocols
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2 p3fg

[#]

B
=
&

]A

v

Potocol: [[68cp)  |3|a
Sefot:| s
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In. Interface: |
Out. Interface: |

g‘EEi’EE;

{
|

g
{

f
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Packet Mark: |
Connection Mark: |
Routing Mark: |
Routing Table: |

Connection Type: [
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FiterRules NAT Mange Service Pods Connections Address Lists  Layer? Protocols
#[=] [A[] (] [F] [= st Couten | 00 Reost M Courien |

Py S, 390 32553 9 S (g0 i 1y 0T 90 8 Jud 0 (e 49 S o0 ey UDP I o2 9 TCP 51 02 DNS (92 : aisie
.5l 0 DNS

FterRules NAT |Mangee Service Pots Connectons  Addres Lists L7 Prtocals
[#][=] [][] = Reset Courters || 00 Reset Al Courers
#
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Chan@
Sre. Address: [1]192.168.10.0/24
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I Protocal: [|udp
St Pot: |

I Dst. Port: [1/53
Any. Pot: |

n. Interface: |
Out. Interface: |

Packet Mark: |
Connection Mark: |
Routing Mk |
Routing Table: |

Connection Type: |
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Fiter Aes  NAT | Mangle Service Pots Connections  Address Lists  Layer7 Protocols
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Action: N * |

To Ports: 53 |~
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DHCP | Networks | Leases Optons Al
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[Name

+ | Interface [Relay |Lease Time |Address Pool  [Add AR..| v

Select network for DHCP addresses
|DHCF Address Space: |192.168.10.0/24 |

| ook [[ Nt ][ Concel |
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DHCP Setup
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Gateway for DHCP Network: |192.168.10.1
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Select DNS servers

DNS Servers: |200.1.1.2
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:NTP (Network Time Protocol)
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